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QUESTION 1

Which four attack categories can the Cisco WLC v7.0 IDS detect using the 17 standard signatures? (Choose four.)
A. broadcast deauthentication attacks

B. Wellenreiter and NetStumbler attacks

C. management frame floods and EAPOL floods

D. fragmentation attacks

E. NULL probe response attacks

F. RF jamming attacks

Correct Answer: ABCE

QUESTION 2

The Cisco WLC v7.0 is configured for external 802.1X and EAP by using the WPA2 association of wireless clients when
using the Cisco Secure ACS v4.2. Which two items are required in the Cisco Secure ACS network configuration to
enable correct AAA? (Choose two.)

A. AP IP address

B. WLC virtual IP address

C. WLC management IP address

D. WLC AP management IP address

E. hostname matching the WLC case-sensitive name

F. authentication using RADIUS

G. authentication using TACACS+

Correct Answer:. CF

QUESTION 3

Which three products are required to produce Cisco Clean Air Security reports? (Choose three.)
A. WLC v7.0

B. WCS v7.0

C. MSE V7.0

D. Spectrum Expert v4.0
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E. 1260 AP

F. 3500 AP

Correct Answer: ABF

QUESTION 4

An engineer configures the wireless LAN controller to perform 802.1x user authentication. Which option must be
enabled to ensure that client devices can connect to the wireless, even when WLC cannot communicate with the
RADIUS?

A. local EAP

B. Cisco Centralized Key Management

C. authentication caching

D. pre-authentication

Correct Answer: A

QUESTION 5

A client is failing EAP authentication and a debug shows that the server is sending an Access-Reject message. Which
action must you take to resolve authentication?

A. Verify that the Validate server certificate on the client is disabled.

B. Verify that the client certificates are from the proper CA and server certificate.
C. Verify that the client server certificate has the proper Windows OIDs.

D. Verify that the user is using the same password that is on the server.

E. Verify that the user account is the same in the client certificate.

Correct Answer: D
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