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QUESTION 1

An engineer is troubleshooting a FlexConnect authentication to a local RADIUS server. What debug command can
discover the issue on the controller? 

A. debug lwapp reap 

B. debug dot11 mgmtmsg 

C. debug hreapaaa 

D. debug lwapp reap mgmt 

Correct Answer: C 

 

QUESTION 2

Which three actions must be completed to enable collaboration between a Cisco WLC and Cisco IPS? (Choose three.) 

A. Create a user account on the Cisco IPS for the Cisco WLC. 

B. Define the Cisco WLC as an allowed host on the Cisco IPS. 

C. Define the Cisco IPS as a CIDS sensor on the Cisco WLC. 

D. Create a Cisco IPS profile on the Cisco WLC. 

E. Configure the Cisco WLC to update the shunned client list from the Cisco IPS. 

F. Define a Cisco IPS profile to the WLAN in the Cisco WLC. 

Correct Answer: ABC 

 

QUESTION 3

An engineer has configured a Cisco NAC for wireless OOB virtual gateway mode. Which three steps are part of the
authentication flow process? (Choose three.) 

A. The Cisco CAS assigns an IP address from the access VLAN. 

B. The Cisco CAS bridges the client from its untrusted interface to its trusted interface. 

C. The Cisco WLC switches the client IP address from quarantine VLAN to the access VLAN. 

D. The Cisco NAC Appliance performs posture assessment and remediation. 

E. The Cisco CAS forwards packets arriving on quarantine VLAN and forwards them out the access VLAN by swapping
VLAN tag information. 

F. The mapping rule on the Cisco NAC forward the packets on the access VLAN 
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Correct Answer: ACD 

 

QUESTION 4

The customer requires the use of the data, voice, barcode scanner, and guest WLANs. How many VLANs does Cisco
recommend to be used? 

A. 1 

B. 2 

C. 3 

D. 4 

E. 5 

Correct Answer: D 

 

QUESTION 5

Which two considerations must a network engineer have when planning for voice over wireless roaming? (Choose two.) 

A. Roaming with only 802.1x authentication requires full reauthentication. 

B. Full reauthentication introduces gaps in a voice conversation. 

C. Roaming occurs when e phone has seen at least four APs. 

D. Roaming occurs when the phone has reached -80 dBs or below. 

Correct Answer: AB 
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