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QUESTION 1

Your network contains an Active Directory domain named contoso.com. The domain contains a server named Serverl
that runs Windows Server 2012 R2. Serverl has the Network Policy Server role service installed.

You plan to configure Serverl as a Network Access Protection (NAP) health policy server for VPN enforcement by using
the Configure NAP wizard.

You need to ensure that you can configure the VPN enforcement method on Serverl successfully.
What should you install on Serverl before you run the Configure NAP wizard?

A. A system health validator (SHV)

B. The Host Credential Authorization Protocol (HCAP)

C. A computer certificate

D. The Remote Access server role

Correct Answer: C

Configure NAP enforcement for VPN

This checklist provides the steps required to deploy computers with Routing and Remote Access Service installed and
configured as VPN servers with Network Policy Server (NPS) and Network Access Protection (NAP).
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Task

If you want to perform authorization by group,
create a user group in Active Directory®
Domain Services (AD DS) that contains the
users who are allowed to access the network
through VPN servers.

Determine the authentication method you want
to use.

Autoenroll a server certificate to NPS and VPN
servers or, if you are using PEAP-MS-CHAP v2
and you do not want to deploy your own C4,
purchase a server certificate.

If you are using EAP-TLS or PEAP-TLS without
smart cards, autoenroll user certificates,
computer certificates, or both user and
computer certificates, to domain member client
computers,

In NPS, configure WPN servers as RADIUS
clients and on the VPN server, configure the
MPS server as the primary RADIUS server,

If you are using the Windows Security Health
validator (WSHV) in your NAP deployment,
enable Security Center on NAP-capable clients
using Group Policy.
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Reference

Create a Group for a Metwork Policy

RADIUS Server for Dial-Up or VPN Connections
and Certificate Requirements for PEAP and EAP

Deploy a CA and MPS Server Certificate and
Obtaining and Installing a VeriSign WLAMN Server
Certificate for PEAP-MS-CHAP v2 Wireless
Authentication (http://go.microsoft.com/fwlink
/2Linkld=33675)

Deploy Client Computer Certificates and Deploy
User Certificates

Add a New RADIUS Client; R

ents; and

Oy

Enable Secur

@

in Group Policy

In NPS, if your NAP deployment requires it, %ﬂjows Security Health Validator

configure the WSHV.

If you are using non-Micro
are compatible with MNA
non-Microsoft system

I

server.

If you want to provide client computers with
automatic updates using autoremediation,
deploy and configure Remediation Server
Groups in NP5,

On the NPS server, configure health policies,
connection request policies, and network
policies that enforce NAP for WPN connections.

On client computers, manually configure a VPN
connection to the VPN server or install a
Connection Manager profile that you created
with Connection Manager Administration Kit
(CMAK),

On MAP-capable client computers, enable the
MNetwork Access Protection service and change
the startup type to automatic.

On MNAP-capable client computers, enable the
Remote Access and EAP enforcement clients.
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System Health Validators and product
documentation

Configure Remediation Server Groups and
Remediation Server Groups

Create NAP Policies with a Wizard

Routing and Remote Access Service, Metwaork and
Sharing Center, and Connection Manager
Administration Kit (CMAK) documentation in
Windows Server 2008

Enable the Network Access Protection Service on
Clients

Enable and Disable NAP Enforcement Clients
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QUESTION 2

Your network contains an Active Director domain named contoso.com. The domain contains a file server named
Serverl. All servers run Windows Server 2012 R2.

You have two user accounts named Userl and User2. Userl and User2 are the members of a group named Group1.
Userl has the Department value set to Accounting, user2 has the Department value set to Marketing. Both users have
the Employee Type value set to Contract Employee.

You create the auditing entry as shown in the exhibit. (Click the Exhibit button.)

Pnncipal:  Authenticated Users  Select a principal

Type: Al w
Permissions:

[ Full contral [w] Delete subfolders and fi o

[ Traverse folder / execure file Delete b

[ Last folder / read data [+] Read permissi @

[ ] Read attributes Change pe

[ Read extended attributes @Tmﬁ

[l Create files / write data d

[ Create folders / append data {

[]Write sttributes ute

] Write extended attributes

ee I Clear all
Add a condition to limit the scope of this auditing ente. Q‘uwill be legged only if conditions are met,

| Manage grouping | 5_
|User v| [Depanment @ \R v | [Nt equals v/ |vaiue v| | Accounting | i
And " .' -\ I
[User Y] ii'-_mplﬂ}' 2 v [Equais o] [Value v| [Contract Employee | i

Add a condition

To answer, complete each statement according to the information presented in the exhibit. Each correct selection is
worth one point.

Hot Area:
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Answer Area

Tn ensure that an audit event is /3(@6
logged when Userl deletes files on @J -
Serverl, you must ... i

ﬂ"lE Par I"I"IISS|I:II‘I'$ sattngs
\ i |ﬁr the Employee Type setting.
‘ﬁ modify the condition for the Department va
¥ou must ... to ensure tha @Zdlt j
an event is logged User2
opens fi Seryeri, |26dacondiion

modify the Principal s:el‘tlng
madify the Permissions setfings
modify the condition for the Department va

Correct Answer:

Answer Area

Tn ensure that an audit evant is E@
logged when Userl deletes files on - @J -
Serverl, you must ... i

: dﬂ? the condition for the Dapa‘tma’rt va

You must ... to ensure tha @adit

an event is logged Userz = it j
fi Serverl, 2 LONCRL
SRRl SRR modify the Principal s:ettlng
madify the Permissions settings
modify the condition for the Department va

QUESTION 3

Your network contains an Active Directory domain named contoso.com. All servers run Windows Server 2012 R2.
You need to audit successful and failed attempts to read data from USB drives on the servers.

Which two objects should you configure?

To answer, select the appropriate two objects in the answer area.

Hot Area:
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Subcatzgory

TR 2 o o

i Aulit Applmcatl-on Generated

i Audit Certification Services

% Augit Detailed File Share

il Audit File Share

i‘i_u'* Audit File System

Not Configured

b Audit Filtering Platform Conn

Mot Configured

5 Audit Filtering Platform Packet
i Audit Handle Manipulatio
it Audit Kernel Object

Mot Configured

Not Configured

Mot Configured

H Audit Other Obj

Not Configured

Mot Configured

Mot Configured

Not Configured

Mot Configured

Correct Answer:

File Actinn ‘lﬁ Help

Subcategory

Li_lp_ Audit Application Generated

Uik Audit Certification Services

| 5 Audit Detailed File Share

' ik Aucit File Share

Mot Configured

Mot Configured

Mot Cl:lnfrgun:d

Not Configured |

Mot Configured

Not Configured

Mot Cnnfbgured

Hw

Mot 'Cunfpgured

Mot Configured
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QUESTION 4
Your network contains an Active Directory domain named contoso.com. All servers run Windows Server 2012 R2.

The domain contains a server named Serverl that has the Network Policy Server server role and the Remote Access
server role installed. The domain contains a server named Server2 that is configured as a RADIUS server.

Serverl provides VPN access to external users.
You need to ensure that all of the VPN connections to Serverl are logged to the RADIUS server on Server2.
What should you run?

A. Add-RemoteAccessRadius -ServerNameServerl -AccountingOnOffMsg Enabled - SharedSecret "Secret" -Purpose
Accounting

B. Set-RemoteAccessAccounting -AccountingOnOffMsg Enabled -AccountingOnOffMsg Enabled

C. Add-RemoteAccessRadius -ServerName Server2 -AccountingOnOffMsg Enabled - SharedSecret "Secret" -Purpose
Accounting

D. Set-RemoteAccessAccounting -EnableAccountingType Inbox -AccountingOnOffMsg Enabled
Correct Answer: C
Add-RemoteAccessRadius

Adds a new external RADIUS server for VPN authentication, accounting for DirectAccess (DA) and VPN, or one-time
password (OTP) authentication for DA.

AccountingOnOffMsg

Indicates the enabled state for sending of accounting on or off messages. The acceptable values for this parameter are:
Enabled.

Disabled. This is the default value.

This parameter is applicable only when the RADIUS server is being added for Remote Access accounting.

QUESTION 5

Your company has a main office and a branch office. The main office is located in Seattle. The branch office is located
in Montreal. Each office is configured as an Active Directory site.

The network contains an Active Directory domain named adatum.com. The Seattle office contains a file server named
Serverl. The Montreal office contains a file server named Server2.

The servers run Windows Server 2012 R2 and have the File and Storage Services server role, the DFS Namespaces
role service, and the DFS Replication role service installed.
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Serverl and Server2 each have a share named Sharel that is replicated by using DFS Replication.

You need to ensure that users connect to the replicated folder in their respective office when they connect to
\\contoso.com\Share1l.

Which three actions should you perform? (Each correct answer presents part of the solution. Choose three.)

A. Create a replication connection.

B. Create a namespace.

C. Share and publish the replicated folder.

D. Create a new topology.

E. Modify the Referrals settings.

Correct Answer: BCE

To share a replicated folder and publish it to a DFS namespace Click Start, point to Administrative Tools, and then click
DFS Management. In the console tree, under the Replication node, click the replication group that contains the

replicated

folder you want to share. In the details pane, on the Replicated Folders tab, right-click the replicated folder that you want
to share, and then click Share and Publish in Namespace. In the Share and Publish Replicated Folder Wizard, click

Share and publish the replicated folder in a namespace, and then follow the steps in the wizard.

Note that: If you do not have an existing namespace, you can create one in the Namespace Path page in the Share and
Publish Replicated Folder Wizard. To create the namespace, in the Namespace Path page, click Browse, and then

click

New Namespace.

To create a namespace

Click Start, point to Administrative Tools, and then click DFS Management. In the console tree, right-click the
Namespaces node, and then click New Namespace. Follow the instructions in the New Namespace Wizard. To create a
standalone namespace on a failover cluster, specify the name of a clustered file server instance on the Namespace
Server page of the New Namespace Wizard.

Important

Do not attempt to create a domain-based namespace using the Windows Server 2008 mode unless the forest functional
level is Windows Server 2003 or higher. Doing so can result in a namespace for which you cannot delete DFS folders,

yielding the following error message: "The folder cannot be deleted. Cannot complete this function.”
To share a replicated folder and publish it to a DFS namespace

1.

Click Start, point to Administrative Tools, and then click DFS Management.

2.

In the console tree, under the Replication node, click the replication group that contains the replicated folder you want
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to share.
3.

In the details pane, on the Replicated Folders tab, right-click the replicated folder that you want to share, and then click
Share and Publish in Namespace.

4,

In the Share and Publish Replicated Folder Wizard, click Share and publish the replicated folder in a namespace, and
then follow the steps in the wizard.

r.ﬁ-_.
©% File Action View Window Help
| #

% DFS Management etpub

B F.ﬁ Mamespaces
4 % Replication | Memberships | Connections olders | Delegation |

%% Domain System V¢ || 1entries

& State Reoli Share and Publish in Mamespace...

I Properties

| Delete

I Help

"You need to ensure that users connect to the replicated folder in their respective office when they connect to
\\contoso.com\Sharel."
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ﬁ] Namespace Path
Steps: Enter an existing namespace and any folders you want to create in the namespace.
The last folder in the namespace path will have a folder target as the replicated
Publishing Method folder.
Share licated Folders
e ‘Parent folder in namespace:
MNamespace Fath
|\‘~.Iabjrrtemal\Corrtoso.ccm | | Browse... |
Review Settings and Share e —r
Replicated Folder Example: “\Domain*Mame\Faolder
Confimation ‘New folder name:
|E:am
Preview of namespace path:
|Wab.iﬁta'nal\ﬂcr|tosa.mn\5ﬂ'n

Referals | Advanced

Specify the amount of time that clients cache (store) refeff
folder.

Cache duration {in seconds):

Thiz folder inherits settings from the
ovemde the namespace settingzs

[l Clierts fail back to prefemed targets

Effective failback mode for clients:
|Enabled

Reference: http: /technet. microsoft. com/en-us/library/cc731531. aspx http: /technet. microsoft. com/en-
us/library/cc772778%28v=ws. 10%29. aspx http: //technet. microsoft. com/en-us/library/cc732414. aspx http: //technet.
microsoft. com/en-us/library/cc772379. aspx http: //technet. microsoft. com/en-us/library/cc732863%28v=ws. 10%29.
aspx http: //technet. microsoft. com/en-us/library/cc725830. aspx http: //technet. microsoft. com/en-us/library/cc771978.
aspx
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