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QUESTION 1

Your network contains an Active Directory forest. The forest contains two domains named contoso.com and
fabrikam.com.

The forest functional level is Windows 2000.

The contoso.com domain contains domain controllers that run either Windows Server 2008 or Windows Server 2008
R2.

The domain functional level is Windows Server 2008.

The fabrikam.com domain contains domain controllers that run either Windows 2000 Server or Windows Server 2003.
The domain functional level is Windows 2000 native.

The contoso.com domain contains a member server named Serverl that runs Windows Server 2012 R2.

You need to add Serverl as a new domain controller in the contoso.com domain.

What should you do first?

A. Raise the functional level of the contoso.com domainto Windows Server 2008 R2.

B. Upgrade the domain controllers that run Windows Server 2008 to Windows Server 2008 R2.

C. Raise the functional level of the fabrikam.com domain to Windows Server 2003.

D. Decommission the domain controllers that run Windows 2000.

E. Raise the forest functional level to Windows Server 2003.

Correct Answer: D

Server 2003 is the minimum Domain Functional level for any domain in the forest Windows Server 2012 R2 requires a

Windows Server 2003 forest functional level. That is, before you can add a domain controller that runs Windows Server
2012 R2 to an existing Active Directory forest, the forest functional level must be Windows Server 2003 or higher.
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Domain functional levels

Domair functionality enables features that affect the entire domain and that domain only. The
following table lists the domain functional levels and their corresponding supported domain
controllers: @g

L)

Domam functional level Domain controller systems supported
Windows Server 2003 Windows Serv;

Windows 0§ R2

Windows er 2008

Wi erver 2003
Windows Server 2008 indotvs Server 2012

ndows Server 2008 R2

{
€3} Windows Server 2008

Windows Server 2008 R2 %" | Windows Server 2012
Windows Server 2008 B2

Windows Server 2012 Windows Server 2012

References: https://technet.microsoft.com/en-us/library/cc771294.aspx

QUESTION 2

Your network contains an Active Directory domain named contoso.com. The domain contains a server named Serverl
that runs Windows Server 2012 R2. Serverl has an enterprise root certification authority (CA) for contoso.com.

You deploy another member server named Server2 that runs Windows Server 2012 R2 and has the Web Server (IIS)
server role installed.

You need to designate a website on Serverl as the certificate revocation list (CRL) distribution point for the CA. The
solution must ensure that CRLs are published automatically to Server2.

Which two actions should you perform? (Each correct answer presents part of the solution. Choose two.)
A. Create an http:// CRL distribution point (CDP) entry.

B. Configure a CA exit module.

C. Create a file:// CRL distribution point (CDP) entry.

D. Configure a CA policy module.

E. Configure an enrollment agent.

Correct Answer: AD

A. To specify CRL distribution points in issued certificates

Open the Certification Authority snap-in.
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In the console tree, click the name of the CA.

On the Action menu, click Properties, and then click the Extensions tab. Confirm that Select extension is set to CRL
Distribution Point (CDP).

Do one or more of the following. (The list of CRL distribution points is in the Specify locations from which users can
obtain a certificate revocation list (CRL) box.)

To indicate that you want to use a URL as a CRL distribution point

Click the CRL distribution point, select the Include in the CDP extension of issued certificates check box, and then click
OK.

Click Yes to stop and restart Active Directory Certificate Services (AD CS).

D. You can specify CRL Distribution Points (CDPs) in CAPolicy.inf. Note that any CDP in CAPolicy.inf will take
precedence for certificate verifiers over the CDP\\'s specified in the CA policy module.

Note: CRLDistributionPoint

You can specify CRL Distribution Points (CDPs) for a root CA certificate in the CAPolicy.inf. This section does not
configure the CDP for the CA itself. After the CA has been installed you can configure the CDP URLSs that the CA will
include in each certificate that it issues. The URLs specified in this section of the CAPolicy.inf file are included in the root
CA certificate itself.

Example:

[CRLDistributionPoint]

URL=http://pki.wingtiptoys.com/cdp/WingtipToysRootCA.crl

QUESTION 3

You have a server named Serverl that runs Windows Server 2012 R2.

Windows Server 2012 R2 is installed on volume C.

You need to ensure that Safe Mode with Networking loads the next time Serverl restarts.
Which tool should you use?

A. The Msconfig command

B. The Bootcfg command

C. The Restart-Computer cmdlet

D. The Restart-Server cmdlet

Correct Answer: A

Use system config (Msconfig) to configure boot options.
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| General | Boot | services | Startup | Tools |

Windows Server 2012 (C:\Windows) : Current 05; Default 05

| Advanced options. .. H Set as default

-Boot options Timeout:
[ 5afe boot fo GUI boot E| seconds
() Minimal _ Boot log
() Alternate shell R [ |Base video

[ 05 boot infarmation [ |Make all boot settings
permanent

Reference: System Configuration aka MSCONFIG.

QUESTION 4

Your network contains an Active Directory domain named contoso.com. The domain contains a server named Serverl
that runs Windows Server 2012 R2. Serverl has the Active Directory Federation Services server role installed.

You need to make configuration changes to the Windows Token-based Agent role service.
Which tool should you use?
To answer, select the appropriate tool in the answer area.

Hot Area:
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Correct Answer:
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To configure the Windows token-based agent Click Start, point to Administrative Tools, and then click Internet
Information Services (IIS) Manager. Etc. Reference: Configure the Windows Token-Based Agent
https://ftechnet.microsoft.com/en-us/library/cc771128%28v=ws.10%29.aspx

QUESTION 5

Your network contains two Active Directory forests named contoso.com and corp.contoso.com.

Name Server Ro Zone Type

DC1.contoso.com Domain ControlleggDNS server |Active Directory integrated

DCR21.contoso.com |Domain Controlfer, DNS server |Standard Primary
Userl is a member of the DnsAdmins domain local group in contoso.com.
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Userl attempts to create a conditional forwarder to corp.contoso.com but receive an error message shown in the
exhibit. (Click the Exhibit button.)

General Start of Authority (SOA)
Mame Servers WINS | Zone Transfers

To add name servers to the list, dick Add.

Mame servers:

Server Fully Quakfied Domain Name (FQDN)

cerver 1.contoso.com

@

| Edt.. || Remove

* represents an IP address retrieved as the result of a DNS query and
may not represent actual records stored on this server,

You need to configure bi-directional name resolution between the two forests. What should you do first?
A. Add Userl to the DnsUpdateProxy group.

B. Configure the zone to be Active Directory-integrated.

C. Enable the Advanced view from DNS Manager.

D. Run the New Delegation Wizard.

Correct Answer: B

The zone must be Active Directory-integrated.
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