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QUESTION 1

Your network contains two Active Directory forests named contoso.com and fabrikam.com. A two-way forest trust exists
between the forests. Selective authentication is enabled on the trust.

Fabrikam.com contains a server named Serverl.

You assign Contoso\Domain Users the Manage documents permission and the Print permission to a shared printer on
Serverl.

You discover that users from contoso.com cannot access the shared printer on Serverl. You need to ensure that the
contoso.com users can access the shared printer on Serverl.

Which permission should you assign to Contoso\Domain Users.

To answer, select the appropriate permission in the answer area.

Point and Shoot:

Mame: | Domain Users (CONTOSO\Domain User mmm|

Apply to: I'I'his object ondy

Permissions: Allow Q
[Create Printer objects O @@ =
Delets Printer objects @}0 O
|Create Shared Folder abjects @
|DE|-EtE Shared Folder objects

|Allnwed to authenticate
|Change password E

|Rer_ewe as

]

Ooooooooo
Ooo00oooon

|\-'a| ite to DNS host name
J‘v‘al' write to service principal n... -
Loy these permiissions to ohjects andfor Clear Al
r containers within this container only
M : e
oK Cancel

Correct Answer:
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X

Name: |Domain Users (CONTOSO\Domain User  Change...

Apply to:  [This object only -]

i

Permissions:

my
"0
ot

Ooooooooooo

|Create Printer objects

|Delete Printer objects

|Create Shared Folder abjects
|Elelete Shared Folder objects
|NI|:M'EEI to authenticate @
|Change password @
|Rer_f_-we as O

o

)
2

oooooonono

|\-'al| ite to DNS host name
J'u'ali write to service principal n... -
Loy these permiissions to ohjects andfor ear Al
r contairers wkhen thas contaner orily
Managing Dermissions
oK Cancel

Reference: http://technet.microsoft.com/en-us/library/cc816733.aspx

Grant the Allowed to Authenticate Permission on Computers in the Trusting Domain or Forest For users in a trusted
Windows Server 2008 or Windows Server 2003 domain or forest to be able to access resources in a trusting Windows
Server 2008 or Windows Server 2003 domain or forest where the trust authentication setting has been set to selective

authentication, each user must be explicitly granted the Allowed to Authenticate permission on the security descriptor of
the computer objects (resource computers) that reside in the trusting domain or forest.

QUESTION 2

Company runs Window Server 2008 on all of its servers. It has a single Active Directory domain and it uses Enterprise
Certificate Authority. The security policy at ABC.com makes it necessary to examine revoked certificate information.

You need to make sure that the revoked certificate information is available at all times.
What should you do to achieve that?

A. Add and configure a new GPO (Group Policy Object) that enables users to accept peer certificates and link the GPO
to the domain.

B. Configure and use a GPO to publish a list of trusted certificate authorities to the domain
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C. Configure and publish an OCSP (Online certificate status protocol) responder through ISAS (Internet Security and
Acceleration Server) array.

D. Use network load balancing and publish an OCSP responder.
E. None of the above
Correct Answer: D

http://technet.microsoft.com/en-us/library/ee619754%28v=ws.10%29.aspx How Certificate Revocation Works

QUESTION 3

Your network contains an Active Directory-integrated DNS zone named contoso.com. You discover that the zone
includes DNS records for computers that were removed from the network. You need to ensure that the DNS records are
deleted automatically from the zone.

What should you do?

A. From DNS Manager, set the aging properties.

B. Create a scheduled task that runs dnslint.exe /v /d contoso.com.

C. From DNS Manager, modify the refresh interval of the start of authority (SOA) record.

D. Create a scheduled task that runs ipconfig.exe /flushdns.

Correct Answer: A

Reference: http://technet.microsoft.com/en-us/library/cc753217.aspx Set Aging and Scavenging Properties for the DNS
Server The DNS Server service supports aging and scavenging features. These features are provided as a mechanism
for performing cleanup and removal of stale resource records, which can accumulate in zone data over time. You can
use this procedure to set the default aging and scavenging properties for the zones on a server. To set aging and
scavenging properties for the DNS server using the Windows interface

1.

Open DNS Manager.

2.

In the console tree, right-click the applicable DNS server, and then click Set Aging/Scavenging for all zones.

3.

Select the Scavenge stale resource records check box.

4.

Modify other aging and scavenging properties as needed.

QUESTION 4
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Your network contains an Active Directory domain. The domain contains two sites named Sitel and Site2. Sitel
contains four domain controllers. Site2 contains a read-only domain controller (RODC).

You add a user named Userl to the Allowed RODC Password Replication Group. The WAN link between Sitel and
Site2 fails. User1 restarts his computer and reports that he is unable to log on to the domain.

The WAN link is restored and Userl reports that he is able to log on to the domain.

You need to prevent the problem from reoccurring if the WAN link fails.

What should you do?

A. Create a Password Settings object (PSO) and link the PSO to User1\\'s user account.

B. Create a Password Settings object (PSO) and link the PSO to the Domain Users group.

C. Add the computer account of the RODC to the Allowed RODC Password Replication Group.

D. Add the computer account of User1\\'s computer to the Allowed RODC Password Replication Group.

Correct Answer: D

QUESTION 5

Your network contains an enterprise certification authority (CA) that runs Windows Server 2008 R2 Enterprise.
You need to ensure that users can enroll for certificates that use the IPSEC (Offline request) certificate template
Which snap-in should you use?

A. Enterprise PKI

B. TPM Management

C. Certificates

D. Active Directory Users and Computers

E. Authorization Manager

F. Certification Authority

G. Group Policy Management

H. Security Templates

I. Certificate Templates

Correct Answer: |

Reference:

http://social.technet.microsoft.com/Forums/en/winserversecurity/thread/962be5d1-d824-4dd8-a501- 3c3a9d600083

70-640 VCE Dumps | 70-640 Practice Test | 70-640 Study Guide 517


https://www.geekcert.com/70-640.html
https://www.geekcert.com/70-640.html
https://www.geekcert.com/70-640.html

VCE & PDF https://lwww.geekcert.com/70-640.html
2021 Latest geekcert 70-640 PDF and VCE dumps Download

GeekCert.com

The user should have proper permission on Certificate Templates. Please follow the steps below for troubleshooting:

1.

Open MMC, add Certificate Templates snap-in.

2.

Double-click IPSec (Offline Request), switch to Security tab, give the user Read and Enroll rights.

3.

Close and restart IE on clients computer to test.
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