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QUESTION 1

You have a server named Serverl in a workgroup.

You need to configure a Group Policy setting on Serverl that will apply to only non-administrative users.
What should you do?

A. Open Local Group Policy Editor. From the View menu, modify the Customize settings.

B. Open Local Group Policy Editor. From the File menu, modify the Options settings.

C. Open Local Users and Groups. Create a new group. Run New-GPO.

D. Run mmc.exe. Add the Group Policy Object Editor snap-in and change the Group Policy object (GPO).
Correct Answer: D

References: https://www.windowscentral.com/how-apply-local-group-policy-settings-specific-users-windows-10

QUESTION 2

Your network contains an Active Directory domain named contoso.com.

The domain contains an enterprise root certification authority (CA) on a server that runs Windows Server 2016.
You need to configure the CA to support Online Certificate Status Protocol (OCSP) responders.

Which two actions should you perform? Each correct selection presents part of the solution.

NOTE: Each correct selection is worth one point.

A. Add a new certificate template to issue.

B. Modify the Authority Information Access (AIA) of the CA.

C. Configure an enrollment agent.

D. Install a standalone subordinate CA.

E. Modify the CRL distribution point (CDP) of the CA.

Correct Answer: AB

Once the OCSP service is configured, we need to configure the OCSP Response Signing template. This process

includes adding an Authority Information Access (AlA) extension and then issuing a new certificate template.
References: https://www.poweradmin.com/blog/deploying-active-directory-certificate-services-and-online-responder/

QUESTION 3

HOTSPOT
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Your network contains an Active Directory domain named contoso.com.

The domain contain the computers configured as shown in the following table.

Name IP address Free space on volume C
Client1 1721605 f5” 150 GE

Client2 172.16025a8° 50 GB

Client3 17216095 200 GE

The domain contains a user named Userl.

A Group Policy object (GPO) named GPOL is linked to the domain. GPO1 contains a user preference that is configured
as shown in the Shortcutl Properties exhibit.

| Shortcut Properties X

General
Common

FE 1 = 1
g Action: |Update = |
Name: Shortcut]
Target type: | File System Object (F:\@‘ S |
Location: | Desktop e W v

Targetpath: [ _"i.‘.'i:1dmvs".%‘l;'-'§'i']h$§i:nntep ad exe
& !

T IS

Arguments: | o\ |
Fir™s
Start i { 4>~

Nt

shottont kﬂﬁé&mﬁ one |
A

Run: o§) * [ Formal Window ]
Comment | |
Toon Bl pails

[con mdex 0

| OK || Cancel || Apply || Help |

Item-level targeting for the user preference is configured as shown in the Targeting exhibit. (Click the Exhibit button.)
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| ¥ Targeting Editor _ O x|
Mew Ikem « | Add Colleckion | Item Options - | & T | g e }( Delete | @ Help
' & free disk space than or equal to 100GB on the system drive
H AND the IP address range is 172.16.0.10 - 172.16.0.100
i G
Free disk space | 100 *| GB @ =
A Disk Space targeting item s eference item to be applied to computers or users
only if the processing comp vailable disk space is greater than or equal to the amount
specified in the targetin Additional information_ ..
=
Ok Cancel |
y

For each of the following statements, select Yes if the statement is true. Otherwise, select No. NOTE: Each correct
selection is worth one point.

Hot Area:

Answer Area

Statements g Yes No
If Userl signs i to Chentl, Shortrutl will appedron the desktop '
If Userl signs i to Client?, Shorteut] 3 01 the desktop.
If Userl signs in to Client3, Shortzutl will appear oa the desktop.
Correct Answer:
Answer Area
Statements a5 Yes No

=gt o1 the desktop. 3 (@]

If Userl signs i to Chent3, Shortzutl will appear on the desktop. O
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QUESTION 4
Your network contains an Active Directory domain named contoso.com.

All users are in an organizational unit (OU) named Corp_Users.

You plan to modify the description of all the users who have a string of 514 in their mobile phone number.

You need to view a list of the users that will be modified.

What should you run?

A. Get-ADOrganizationalUnit-Filter "mobilePhone-Like “*514*\' "

B. Get-ADUser-LDAPFilter "(mobilePhone= "*514*\\')"

C. Get-ADUser-Filter "mobilePhone-Like "*514*\' "

D. Get-ADOrganizationalUnit-LDAPFilter "(mobilePhone= "*5514*\\")"

Correct Answer: C

QUESTION 5

Your network contains an Active Directory domain named contoso.com. The domain contains two servers named
Serverl and Server2 that run Windows Server 2016. The computer accounts of Serverl and Server2 are in the

Computers container.

A Group Policy object (GPO) named GPOL1 is linked to the domain. GPO1 has multiple computer settings defined and

has following configurations.

DisplayName: GPO1

Domain Name: Contoso.com A

Owner: CONTOSO\DomaifrAdmins

ld: hf3b4d96-59,§@/’ 0f-84¢3-b9c37180b9ca
GpoStatus: UserSetti @Bisableﬂ

Description: &“x‘;f':?;”

CreationTime: ;l@f’:f)ﬁﬁ 7:11:30 AM
ModificationTime: 44 18/2017 9:33:04 AM
UserVersion: {H@f& AD Version 18, SysVol Version: 18
ComputerVersion:*i®  AD Version 8, SysVol Version: 6
WmiFilter: WMI1

An administrator discovers that GPOL is not applied to Serverl. GPO1 is applied to Server2.
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Which configuration possibly prevents GPO1 from being applied to Serverl?
A. The permissions on the domain object of contoso.com

B. The WMI filter settings

C. The Enforced setting of GPO1

D. The GpoStatus property

E. The loopback processing mode in GPO1

F. The permissions on the domain object of contoso.com

Correct Answer: B

https://docs.microsoft.com/en-us/windows/security/threat-protection/windows-firewall/create-wmi-filters-for-the-gpo
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