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QUESTION 1

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some questions sets might have more than one correct solutions,
while others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

Your network contains an Active Directory forest named contoso.com. The forest contains a member server named
Server1 that runs Windows Server 2016. All domain controllers run Windows Server 2012 R2. 

Contoso.com has the following configuration: 

You plan to deploy an Active Directory Federation Services (AD FS) farm on Server1 and to configure device
registration. 

You need to configure Active Directory to support the planned deployment. 

Solution: You raise the forest functional level to Windows Server 2012 R2. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

For a Windows Server 2012 R2 AD FS server, this solution would work. However, new installations of AD FS 2016
require the Active Directory 2016 schema (minimum version 85). 

References: https://technet.microsoft.com/en-us/windows-server-docs/identity/ad-fs/operations/configure-device-based-
conditional-access-on-premises https://docs.microsoft.com/en-gb/windows-server/identity/ad-fs/overview/ad-fs-
requirements 

 

QUESTION 2

Active Directory Recycle Bin is enabled. You discover that a support technician accidentally removed 100 users from an
Active Directory group named Group1 an hour ago. You need to restore the membership of Group1. What should you
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do? 

A. Perform tombstone reanimation. 

B. Export and import data by using Dsamain. 

C. Perform a non-authoritative restore. 

D. Recover the items by using Active Directory Recycle Bin. 

Correct Answer: B 

A group has been modified. Nothing has been deleted. Therefore, answers A and D will not work. Answer C would work
if it was an authoritative restore, but not a non-authoritative restore. 

The solution is to recover an earlier copy of the group from a backup or active directory snapshot by using Dsamain. 

References: 

https://technet.microsoft.com/en-us/library/cc772168(v=ws.11).aspx 

https://www.briefmenow.org/microsoft/you-need-to-restore-the-membership-of-group1-15/ 

 

QUESTION 3

You have a Hyper-V host named Server1 that runs Windows Server 2016. Server1 has two virtual machines named
VM1 and VM2. 

You discover that VM1 and VM2 can communicate with Server1 over the network. 

You need to ensure that VM1 and VM2 can communicate with each other only. The solution must prevent VM1 and
VM2 from communicating with Server1. 

Which cmdlet should you use? 

A. Enable-VMSwitchExtension 

B. Set-NetNeighbor 

C. Set-VMSwitch 

D. Remove-VMSwitchTeamMember 

Correct Answer: C 

The virtual switch needs to be configured as an "Private" switch. 

 Explanation: 

PS C:\> Set-VMSwitch WA -SwitchType Private 

This example converts a virtual switch named WA to an Private switch. 

-SwitchType 
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Converts a virtual switch from one type to another. Allowed values are Internal or Private. 

The virtual switch needs to be configured as an "Private" switch. 

 

QUESTION 4

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some questions sets might have more than one correct solutions, 

while others might not have a correct solution. 

After you answer a question in this section, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You have a Hyper-V named Server1. The network adapters on Server1 have single root I/O virtualization (SR-IOV)
enabled. 

Server1 hosts a virtual machine named VM1 that runs Windows Server 2016. 

You need to identify whether SR-IOV is used by VM1. 

Solution: You sign in to VM1. You view the properties of the network connections. 

Does this meet the goal? 

A. Yes 

B. No 

Correct Answer: B 

 

QUESTION 5

Your network contains an Active Directory forest named contoso.com. 

You have an Active Directory Federation Services (AD FS) farm. The farm contains a server named Server1 that runs
Windows Server 2012 R2. 

You add a server named Server2 to the farm. Server2 runs Windows Server 2016. 

You remove Server1 from the farm. 

You need to ensure that you can use role separation to manage the farm. 

Which cmdlet should you run? 

A. Update-AdfsRelyingPartyTrust 

B. Invoke-AdfsFarmBehaviorLevelRaise 

C. Set-AdfsFarmInformation 

D. Set-AdfsProperties 
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Correct Answer: B 

AD FS for Windows Server 2016 introduces the ability to have separation between server administrators and AD FS
service administrators. 

After upgrading our ADFS servers to Windows Server 2016, the last step is to raise the Farm Behavior Level using the
Invoke-AdfsFarmBehaviorLevelRaise PowerShell cmdlet. 

To upgrade the farm behavior level from Windows Server 2012 R2 to Windows Server 2016 use the Invoke-
ADFSFarmBehaviorLevelRaise cmdlet. 

References: https://technet.microsoft.com/en-us/library/mt605334(v=ws.11).aspx 
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