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QUESTION 1

Your network contains an Active Directory domain named contoso.com. The domain contains a server named Serverl
that runs Windows Server 2016. A user named Userl is a member of the local Administrators group. Serverl has the
AppLocker rules

configured as shown in follow:

Rulel and Rule2 are configured as shown in the following table:

You verify that Userl is unable to run App2.exe on Serverl.

Which changes will allow Userl to run D:\\Folder1\\Program.exe and D:\\Folder2\\App2.exe? Choose Two.
A. Userl can run D:\\Folder1\\Program.exe if Program.exe is moved to another folder

B. Userl can run D:\\Folder1\\Program.exe if Program.exe is renamed

C. Userl can run D:\\Folder1\\Program.exe if Program.exe is updated

D. Userl can run D:\\Folder2\\App2.exe if App2.exe is moved to another folder

E. Userl can run D:\\Folder2\\App2.exe if App2.exe is renamed

F. Userl can run D:\\Folder2\\App2.exe if App2.exe is upgraded

Correct Answer: AF

https://technet.microsoft.com/en-us/library/ee449492(v=ws.11).aspx
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rules im the following crder

When determining whether z file is permitted to run, Applocker :'cqe@i
oo
1. Explicit deny. &n administrator crested 2 rule to deny a e
1%
2. Explicit allow. &n admenistrator created a nuke 0 aéﬁ"‘} file.
3; . This is alsa called the default deny becausa all files that are not affected by an allow rule are automatically biocked
3. Implicit deny. This is also called the def [ ausa all files that are not affected by an allow rule are automatically biock

For "D:\\Folder1\\Program.exe", it is originally explicitly denied due to Rulel, when moving the "Program,exe" outof

"D:\\Folder1\\", it does not match Rulel.Assume that "Program.exe" is moved to "D:\\Folder2", it matches an Explicit
Allow rule

for group "BUILTINWAdministrators" which Userl is a member of, therefore Ais correct.For "App2",exe, it matches a
Explicit Deny rule using its File Hash (created File content), no matter where youmove it to, or how you rename it, it
would still

matchRule2.0nly changing the file content of App2.exe would let it no longer match the explicit deny hash-based
rule"Rule2".By upgrading its version and content, it will generate a new hash.

so F is correct.

QUESTION 2

You have a Hyper-V host named Hyperv1l that has a virtual machine named FS1. FS1 is a file server that contains
sensitive data.

You need to secure FS1 to meet the following requirements:

-Prevent console access to FS1.

-Prevent data from being extracted from the VHDX file of FS1.

Which two actions should you perform? Each correct answer presents part of the solution.

A. Enable BitLocker Drive Encryption (BitLocker) for all the volumes on FS1

B. Disable the virtualization extensions for FS1

C. Disable all the Hyper-V integration services for FS1

D. On Hypervl, enable BitLocker Drive Encryption (BitLocker) for the drive that contains the VHDX file for FS1.
E. Enable shielding for FS1

Correct Answer: AE

-Prevent console access to FS1. -> Enable shielding for FS1-Prevent data from being extracted from the VHDX file of
FS1. -> Enable BitLocker Drive Encryption(BitLocker) for all the volumes on FS1

QUESTION 3

The New-ClIPolicy cmdlet creates a Code Integrity policy as an .xml file. If you do NOT supply either driver files or rules
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what will happen?

A. The cmdlet performs a system scan

B. An exception/warning is shown because either one is required

C. Nothing

D. The cmdlet searches the Code Integrity Audit log for drivers

Correct Answer: A

If you do not supply either driver files or rules, this cmdlet performs a system scan similar to the Get-SystemDriver

cmdlet.The cmdlet generates rules based on Level. If you specify the Audit parameter, this cmdlet scans the Code
Integrity Audit log instead.

QUESTION 4
Your network contains an Active Directory domain named contoso.com.

You install the Windows Server Update Services server role on a member server named Serverl. Serverl runs
Windows Server 2016.

You need to ensure that a user named Used can perform the following tasks:

*View the Windows Server Update Services (WSUS) configuration.

*Generate WSUS update reports.

The solution must use the principle of least privilege.

What should you do on Serverl?

A. Modify the permissions of the ReportWebService virtual folder from the WSUS Administration website.
B. Add Userl to the WSUS Reporters local group.

C. Add User1 to the WSUS Administrators local group.

D. Run wsusutil.exe and specify the postinstall parameter.

Correct Answer: B

WSUS Reporters have read only access to the WSUS database and configuration
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When a user with "WSUS Reporters" membership, he can view configuration and generate reports as follow:
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QUESTION 5
You network contains an Active Directory forest named contoso.com.

All domain controllers run Windows Server 2016 Member servers run either Windows Server 2012 R2 or Windows
Server 2016.

Client computers run either Windows 8.1 or Windows 10.

You need to ensure that when users access files in shared folders on the network, the files are encrypted when they are
transferred over the network.

Solution: You enable SMB encryption on all the computers in domain. Does this meet the goal?

A. Yes

B. No

Correct Answer: A

SMB Encryption could be enabled on a per-computer wide basis, after you have enabled SMB encryption on a server-

level basis, you could not disable encryptionfor any specific shared folder.To enable Global level encryption on the
server:Set-SmbServerConfiguration -EncryptData 1
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