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QUESTION 1

Vout network contains an Active Directory domain named contoso.com. All domain controllers run Windows Server
2016.

The domain contains a server named Serverl that has Microsoft Security Compliance Manager (SCM) 4.0 installed.

You export the baseline shown in the following exhibit.

[} [2617e961-0672-497h- net a-05050540482 | st e ] e
- « 4 | |« Bpot » [2617edb... ﬁ Search [26.. 0
| DomainSysvol S

| 3 tems 44 =

You have a server named Server2 that is a member of a workgroup.

You copy the (2617e9b1-9672-492b-aefa-0505054848c2) folder to Server2.

You need to deploy the baseline settings to Server2.

What should you do?

A. Download, install, and then fun the Lgpo.exe command.

B. From Group Policy Management import a Group Policy object (GPO).

C. From Windows PowerShell, run the Restore-GPO cmdlet.

D. From Windows PowerShell, run the Import-GPO cmdlet.

E. From a command prompt run the secedit.exe command and specify the /import parameter.
Correct Answer: D

References: https://anytecho.wordpress.com/2015/05/22/importing-group-policies-using-powershell-almost/

QUESTION 2

You plan to enable Credential Guard on four servers. Credential Guard secrets will be bound to the TPM.

The servers run Windows Server 2016 and are configured as shown in the following table.
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You need to identify which server you must modify to support the planned implementation. Which server should you
identify?

A. Serverl
B. Server2
C. Server3
D. Server4
Correct Answer: D

References: https://docs.microsoft.com/en-us/windows/access-protection/credential-guard/credential-
guardrequirements

QUESTION 3
You have a file server named Serverl that runs Windows Server 2016.

A new policy states that ZIP files must not be stored on Serverl. An administrator creates a file screen filter as shown in
the following output

Active : False

Description:

IncludeGroup: {Compressed Files}
MatchesTemplate: False

Notification {MSFT FSRMAction, MSFT FSRMAction}
Path : C:\\

Template :

PSComputerName:
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Active : False

Description - &
IncludeGroup : {Compressed File: (v
MatchesTemplate | : False @;Jf

Notification - {HSH_FSR}}@H, MSFT FSRMAction)

Path G\ gl
Template ﬁ@ﬁ

PSComputerName

You need to prevent users from storing ZIP files on Serverl, what should you do?
A. Enable Quota Management on all the drives.

B. Add a template to the filter.

C. Change the filter to active.

D. Configure File System (Global Object Access Auditing).

Correct Answer: C

"Active : False", then it is a Passive Filescreen filther which will not block unwanted file types.

QUESTION 4

Your network contains an Active Directory domain named contoso.com. The domain contains four servers. The servers
are configured as shown in the following table.

]
Server name Configuration ﬁ@ Operating syslem
OC Domain controller ﬁ* Windows Server 2012 R2
DC2 Domain mntml%@ Windows 3erver 2012
F51 File server A Windows Server 2016
F52 File serv Windows Server 2012 R2

You need to manage FS1 and FS2 by using Just Enough Administration (JEA).
What should you do before you can implement JEA?

A. Install Microsoft .NET Framework 4.6.2 on FS1

B. Upgrade DC1 to Windows Server 2016

C. Install Windows Management Framework 5.0 on FS2.

D. Deploy Microsoft Identity Manager (MIM) 2016 to the domain.

Correct Answer: C
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https://msdn.microsoft.com/en-us/library/dn896648.aspxThe current release of JEA is available on the following
platforms:-Windows Server 2016 Technical Preview 5 and higher-Windows Server 2012 R2, Windows Server 2012, and
Windows Server 2008 R2* with WindowsManagement Framework 5.0 installed FS1 is ready to be managed by JEA, but
FS2 need some extra work to do, either upgrade it to Windows Server 2016 or install Windows Management
Framework5.0 installed,

QUESTION 5

The network contains an Active Directory domain named contoso.com. The domain contains the servers configured as
shown in the following table.

Server name Domain or workgroup Configuration
Serverl Domain Windows Server Update
@k 8ervices (WSUS) server
Server2 Domain @@x Server that has a Trusted
&% | Platform Module (TPM)
Server3 Domain ©@ Member server that will be
configured for Just Enough
(@% Administration (JEA)
Serverd D%F Application server
Server5 Wwp Web server
VM1 main Generation 2 virtual machine
VM2 Domain DHCP server

All servers run Windows Server 2016. All client computers run Windows 10 and are domain members.

All laptops are protected by using BitLocker Drive Encryption (BitLocker).You have an organizational unit (OU) named
QU1 that contains the computer accounts of application servers.

An OU named OU2 contains the computer accounts of the computers in the marketing department.
A Group Policy object (GPO) named GP1 is linked to OU1.

A GPO named GP2 is linked to OU2.

All computers receive updates from Serverl.

You create an update rule named Updatel.

You need to create an Encrypting File System (EFS) data recovery certificate and then add the certificate as an EFS
data recovery agent on Serverb.

What should you use on Server5? To answer, select the appropriate options in the answer area.

Hot Area:
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To create the EFS data recovery certificate:

To add the certificate as an EFS data recove

A\%g

v

File Explorer

File Server Resource Manager
Local Group Policy Editor
Server Manager

Correct Answer:

To create the EFS data recovery certificate:

Efsui

To add the certificate as an EFS data recove

v

n\%c

File Explorer

File Server Resource Manager
Local Group Policy Editor
Server Manager

To create the EFS data recovery certificate: Cipher To add the certificate as an EFS data recovery agent: Local Group
Policy Editor https://docs.microsoft.com/en-us/windows/threat-protection/windows-information-protection/create-and-

verifyan-efs-dra-certificatecipher /R
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