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QUESTION 1

Your network contains an Active Directory domain named contoso.com. 

The domain contains four global groups named Group1. Group2, GroupB. and Group4. A user named User! is a
member of Group3. 

You have an organizational unit (OU) named OUT that contains computer accounts. A Group Policy object (GPO)
named GP01 is linked to 0U1.0U1 contains a computer account named Computer!. 

GP01 has the User Rights Assignment configured as shown in the following table. 

A. Modify the membership of Group 

B. Modify the membership of Group4. 

C. Modify the Deny log on locally user right. 

D. In GP01. modify the Access this computer from the network user right. 

Correct Answer: C 

 

QUESTION 2

You have 100 computers that run Windows 10 and are members of a workgroup. 

You need to configure Windows Defender to meet the following requirements: 

-Exclude a C:\\Sales\\Salesdb from malware scans. 

-Configure a full scan to occur daily. 

What should you run to meet each requirement? 

Hot Area: 
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Correct Answer: 

Exclude C:\\Sales\\Salesdb from malware scans: Set-MpPreference Configure a full scan to occur daily: Set-
MpPreference https://technet.microsoft.com/en-us/itpro/powershell/windows/defender/set-mppreferenceSet-
MpPreference -ExclusionPath C:\\Sales\\SalesdbSet-MpPreference -RemediationScheduleDay Everyday 

 

QUESTION 3

Your network contains an Active Directory domain named contoso.com. 
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The domain contains 10 computers that are in an organizational unit (OU) named OU1. 

You deploy the Local Administrator Password Solution (LAPS) client to the computers. 

You link a Group Policy object (GPO) named GPO1 to OU1, and you configure the LAPS password policy settings in
GPO1. 

You need to ensure that the administrator passwords on the computers in OU1 are managed by using LAPS. 

Which two actions should you perform? Each correct answer presents part of the solution. 

A. Restart the domain controller that hosts the PDC emulator role. 

B. Update the Active Directory Schema. 

C. Enable LDAP encryption on the domain controllers. 

D. Restart the computers. 

E. Modify the permissions on OU1. 

Correct Answer: BE 

 

QUESTION 4

Note: This question is part of a series of questions that present the same scenario. Each question in the series contains
a unique solution that might meet the stated goals. Some question sets might have more than one correct solution,
while 

others might not have a correct solution. 

After you answer a question in this sections, you will NOT be able to return to it. As a result, these questions will not
appear in the review screen. 

You manage a file server that runs Windows Server 2016. The file server contains the volumes configured as shown in
the following table. 

You need to encrypt DevFiles by using BitLocker Drive Encryption (ButLocker). Solution: You run the manage-bde.exe
command and specify the -on parameter. Does this meet the goal? 

A. Yes 

B. No 
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Correct Answer: A 

https://docs.microsoft.com/en-us/windows-server/administration/windows-commands/manage-bde-on 

 

QUESTION 5

The network contains an Active Directory domain named contoso.com. The domain contains the servers configured as
shown in the following table. 

All servers run Windows Server 2016. All client computers run Windows 10 and are domain members. All laptops are
protected by using BitLocker Drive Encryption (BitLocker). 

You have an organizational unit (OU) named OU1 that contains the computer accounts of application servers. 

An OU named OU2 contains the computer accounts of the computers in the marketing department. 

A Group Policy object (GPO) named GP1 is linked to OU1. 

A GPO named GP2 is linked to OU2. 

All computers receive updates from Server1. 

You create an update rule named Update1. 

You need to ensure that you can encrypt the operating system drive of VM1 by using BitLocker. 

Which Group Policy should you configure? 

A. Configure use of hardware-based encryption for operating system drives 

B. Configure TPM platform validation profile for native UEFI firmware configurations 

C. Require additional authentication at startup 

D. Configure TPM platform validation profile for BIOS-based firmware configurations 

Correct Answer: C 

As there is not a choice "Enabling Virtual TPM for the virtual machine VM1", then we have to use a fall-back method for
enabling BitLocker in VM1. https://www.howtogeek.com/howto/6229/how-to-use-bitlocker-on-drives-without-tpm/ 
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