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QUESTION 1

When would it be more desirable to develop a set of decentralized security policies and procedures within an enterprise
environment? 

A. When there is a variety of technologies deployed in the infrastructure. 

B. When it results in an overall lower cost of operating the security program. 

C. When there is a need to develop a more unified incident response capability. 

D. When the enterprise is made up of many business units with diverse business activities, risks profiles and regulatory
requirements. 

Correct Answer: D 

 

QUESTION 2

Who is responsible for verifying that audit directives are implemented? 

A. IT Management 

B. Internal Audit 

C. IT Security 

D. BOD Audit Committee 

Correct Answer: D 

Reference: https://www.eccouncil.org/information-security-management/ 

 

QUESTION 3

Scenario: A Chief Information Security Officer (CISO) recently had a third party conduct an audit of the security
program. Internal policies and international standards were used as audit baselines. The audit report was presented to
the CISO and a variety of high, medium and low rated gaps were identified. 

Which of the following is the FIRST action the CISO will perform after receiving the audit report? 

A. Inform peer executives of the audit results 

B. Validate gaps and accepts or dispute the audit findings 

C. Create remediation plans to address program gaps 

D. Determine if security policies and procedures are adequate 

Correct Answer: B 
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QUESTION 4

The exposure factor of a threat to your organization is defined by? 

A. Annual loss expectancy minus current cost of controls 

B. Percentage of loss experienced due to a realized threat event 

C. Asset value times exposure factor 

D. Annual rate of occurrence 

Correct Answer: B 

 

QUESTION 5

In effort to save your company money which of the following methods of training results in the lowest cost for the
organization? 

A. One-One Training 

B. Self-Study (noncomputerized) 

C. Distance learning/Web seminars 

D. Formal Class 

Correct Answer: B 
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