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QUESTION 1

What is the MOST critical output of the incident response process? 

A. A complete document of all involved team members and the support they provided 

B. Recovery of all data from affected systems 

C. Lessons learned from the incident, so they can be incorporated into the incident response processes 

D. Clearly defined documents detailing standard evidence collection and preservation processes 

Correct Answer: C 

Reference: https://www.eccouncil.org/incident-response-plan-phases/ 

 

QUESTION 2

Risk that remains after risk mitigation is known as_____________. 

A. Accepted risk 

B. Residual risk 

C. Non-tolerated risk 

D. Persistent risk 

Correct Answer: B 

 

QUESTION 3

Which of the following is a symmetric encryption algorithm? 

A. 3DES 

B. RSA 

C. ECC 

D. MD5 

Correct Answer: A 

 

QUESTION 4

Which of the following represents the BEST reason for an organization to use the Control Objectives for Information and
Related Technology (COBIT) as an Information Technology (IT) framework? 
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A. Information Security (IS) procedures often require augmentation with other standards 

B. Implementation of it eases an organization\\'s auditing and compliance burden 

C. It provides for a consistent and repeatable staffing model for technology organizations 

D. It allows executives to more effectively monitor IT implementation costs 

Correct Answer: B 

 

QUESTION 5

Which of the following best describes an access control process that confirms the identity of the entity seeking access to
a logical or physical area? 

A. Identification 

B. Authorization 

C. Authentication 

D. Accountability 

Correct Answer: C 
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