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QUESTION 1

Which of the following is the MOST important benefit of an effective security governance process?
A. Senior management participation in the incident response process

B. Better vendor management

C. Reduction of security breaches

D. Reduction of liability and overall risk to the organization

Correct Answer: D

QUESTION 2

You are the Chief Information Security Officer of a large, multinational bank and you suspect there is a flaw in a two
factor authentication token management process.

Which of the following represents your BEST course of action?

A. Determine program ownership to implement compensating controls

B. Send a report to executive peers and business unit owners detailing your suspicions

C. Validate that security awareness program content includes information about the potential vulnerability
D. Conduct a throughout risk assessment against the current implementation to determine system functions

Correct Answer: D

QUESTION 3

When operating under severe budget constraints a CISO will have to be creative to maintain a strong security
organization.

Which example below is the MOST creative way to maintain a strong security posture during these difficult times?
A. Download security tools from a trusted source and deploy to production network

B. Download open source security tools from a trusted site, test, and then deploy on production network

C. Download trial versions of commercially available security tools and deploy on your production network

D. Download open source security tools and deploy them on your production network

Correct Answer: B

QUESTION 4
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A method to transfer risk is to

A. Implement redundancy

B. Move operations to another region
C. Align to business operations

D. Purchase breach insurance

Correct Answer: D

QUESTION 5

When deploying an Intrusion Prevention System (IPS), the BEST way to get maximum protection from the system is to
deploy it

A. In-line and turn on alert mode to stop malicious traffic.

B. In promiscuous mode and block malicious traffic.

C. In promiscuous mode and only detect malicious traffic.

D. In-line and turn on blocking mode to stop malicious traffic in-line.

Correct Answer: D
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