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QUESTION 1

Why is it vitally important that senior management endorse a security policy? 

A. So that employees will follow the policy directives. 

B. So that they can be held legally accountable. 

C. So that external bodies will recognize the organizations commitment to security. 

D. So that they will accept ownership for security within the organization. 

Correct Answer: D 

 

QUESTION 2

Which of the following can the company implement in order to avoid this type of security issue in the future? 

A. Network based intrusion detection systems 

B. An audit management process 

C. A security training program for developers 

D. A risk management process 

Correct Answer: C 

 

QUESTION 3

What should an organization do to ensure that they have a sound Business Continuity (BC) Plan? 

A. Conduct a Disaster Recovery (DR) exercise every year to test the plan 

B. Conduct periodic tabletop exercises to refine the BC plan 

C. Test every three years to ensure that the BC plan is valid 

D. Define the Recovery Point Objective (RPO) 

Correct Answer: B 

 

QUESTION 4

A CISO implements smart cards for credential management, and as a result has reduced costs associated with help
desk operations supporting password resets. 

This demonstrates which of the following principles? 
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A. Increased security program presence 

B. Regulatory compliance effectiveness 

C. Security organizational policy enforcement 

D. Proper organizational policy enforcement 

Correct Answer: C 

 

QUESTION 5

Which regulation or policy governs protection of personally identifiable user data gathered during a cyber investigation? 

A. ITIL 

B. Privacy Act 

C. Sarbanes Oxley 

D. PCI-DSS 

Correct Answer: B 
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