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QUESTION 1

Michael starts a new job and discovers that he has unnecessary access to a variety of systems. Which of the following
best describes the problem he has encountered? 

A. Rights collision 

B. Excessive privileges 

C. Privilege creep 

D. Least privileges 

Correct Answer: B 

 

QUESTION 2

Which business stakeholder is accountable for the integrity of a new information system? 

A. Compliance Officer 

B. CISO 

C. Project manager 

D. Board of directors 

Correct Answer: B 

 

QUESTION 3

An organization has decided to develop an in-house BCM capability. The organization has determined it is best to follow
a BCM standard published by the International Organization for Standardization (ISO). 

The BEST ISO standard to follow that outlines the complete lifecycle of BCM is? 

A. ISO 22318 Supply Chain Continuity 

B. ISO 27031 BCM Readiness 

C. ISO 22301 BCM Requirements 

D. ISO 22317 BIA 

Correct Answer: C 

Reference: https://www.smartsheet.com/content/iso-22301-business-continuity-guide 

 

QUESTION 4
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Which technology can provide a computing environment without requiring a dedicated hardware backend? 

A. Mainframe server 

B. Virtual Desktop 

C. Thin client 

D. Virtual Local Area Network 

Correct Answer: B 

 

QUESTION 5

A global health insurance company is concerned about protecting confidential information. Which of the following is of
MOST concern to this organization? 

A. Alignment with International Organization for Standardization (ISO) standards. 

B. Alignment with financial reporting regulations for each country where they operate. 

C. Compliance to the payment Card Industry (PCI) regulations. 

D. Compliance with patient data protection regulations for each country where they operate. 

Correct Answer: D 
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