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QUESTION 1

When selecting a security solution with reoccurring maintenance costs after the first year 

A. Implement the solution and ask for the increased operating cost budget when it is time 

B. Communicate future operating costs to the CIO/CFO and seek commitment from them to ensure the new solution\\'s
continued use 

C. Defer selection until the market improves and cash flow is positive 

D. The CISO should cut other essential programs to ensure the new solution\\'s continued use 

Correct Answer: B 

 

QUESTION 2

Scenario: You are the newly hired Chief Information Security Officer for a company that has not previously had a senior
level security practitioner. The company lacks a defined security policy and framework for their Information Security
Program. Your new boss, the Chief Financial Officer, has asked you to draft an outline of a security policy and
recommend an industry/sector neutral information security control framework for implementation. 

Which of the following industry / sector neutral information security control frameworks should you recommend for
implementation? 

A. Payment Card Industry Digital Security Standard (PCI DSS) 

B. National Institute of Standards and Technology (NIST) Special Publication 800-53 

C. International Organization for Standardization – ISO 27001/2 

D. British Standard 7799 (BS7799) 

Correct Answer: C 

 

QUESTION 3

Optical biometric recognition such as retina scanning provides access to facilities through reading the unique
characteristics of a person\\'s eye. 

However, authorization failures can occur with individuals who have? 

A. Glaucoma or cataracts 

B. Two different colored eyes (heterochromia iridium) 

C. Contact lens 

D. Malaria 

Correct Answer: A 
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QUESTION 4

The remediation of a specific audit finding is deemed too expensive and will not be implemented. Which of the following
is a TRUE statement? 

A. The audit findings is incorrect 

B. The asset is more expensive than the remediation 

C. The asset being protected is less valuable than the remediation costs 

D. The remediation costs are irrelevant; it must be implemented regardless of cost. 

Correct Answer: C 

 

QUESTION 5

Which of the following is a critical operational component of an Incident Response Program (IRP)? 

A. Monthly program tests to ensure resource allocation is sufficient for supporting the needs of the organization. 

B. Weekly program budget reviews to ensure the percentage of program funding remains constant. 

C. Annual review of program charters, policies, procedures and organizational agreements. 

D. Daily monitoring of vulnerability advisories relating to your organization\\'s deployed technologies. 

Correct Answer: D 
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