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QUESTION 1

Which of the following describes a VLAN? 

A. It connects multiple networks and routes data packets. 

B. It is a logical broadcast domain across physical subnets. 

C. It is a subnetwork that reveals a company\\'s externally facing resources to the public network. 

D. It allows different network protocols to communicate between different network segments. 

Correct Answer: B 

VLAN (Virtual Local Network) is a logically separate IP subnetwork which allow multiple IP networks and subnets to
exist on the same-switched network. VLAN is a logical broadcast domain that can span multiple physical LAN
segments. It is a modern way administrators configure switches into virtual local-area networks (VLANs) to improve
network performance by separating large Layer 2 broadcast domains into smaller ones. 

 

QUESTION 2

Which of the following is a security protocol that is used to protect data from being modified, corrupted, or accessed
without authorization? 

A. Honeypot 

B. IP Security (IPsec) 

C. DNSSEC 

D. Protocol spoofing 

Correct Answer: B 

Internet Protocol Security (IPsec) is a protocol suite for securing Internet Protocol (IP) communications by authenticating
and encrypting each IP packet of a data stream. IPsec also includes protocols for establishing mutual authentication
between agents at the beginning of the session and negotiation of cryptographic keys to be used during the session.
IPsec can be used to protect data flows between a pair of hosts, between a pair of security gateways, or between a
security gateway and a host. Answer: C is incorrect. Domain Name System Security Extensions (DNSSEC) is a suite of
Internet Engineering Task Force (IETF) specifications for securing certain kinds of information provided by the Domain
Name System (DNS) as used on Internet Protocol (IP) networks. It is a set of extensions to DNS which provide to DNS
clients origin authentication of DNS data, authenticated denial of existence, and data integrity, but not availability or
confidentiality. Answer: A is incorrect. A honey pot is a computer that is used to attract potential intruders or attackers. It
is for this reason that a honey pot has low security permissions. A honey pot is used to gain information about the
intruders and their attack strategies. Answer: D is incorrect. Protocol spoofing is used in data communications for
enhancing the performance in situations where an currently working protocol is inadequate. In a computer security
context, it refers to several forms of falsification of technically unrelated data. 

 

QUESTION 3

You need to be able to gather information about a running program. 
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Which type of auditing should you implement? 

A. directory services 

B. object access 

C. logon events 

D. process tracking 

Correct Answer: D 

 

QUESTION 4

Which two are included in an enterprise antivirus program? (Choose two.) 

A. Attack surface scanning 

B. On-demand scanning 

C. Packet scanning 

D. Scheduled scanning 

Correct Answer: BD 

 

QUESTION 5

To prevent users from copying data to removable media, you should: 

A. Lock the computer cases 

B. Apply a group policy 

C. Disable copy and paste 

D. Store media in a locked room 

Correct Answer: B 

Reference: http://blogs.technet.com/b/askds/archive/2008/08/25/removable-storage-group-policy-and-windows-
server-2008-and-windows-vista.aspx 

98-367 PDF Dumps 98-367 Practice Test 98-367 Exam Questions

Powered by TCPDF (www.tcpdf.org)

98-367 PDF Dumps | 98-367 Practice Test | 98-367 Exam Questions                                3 / 3

https://www.geekcert.com/98-367.html
https://www.geekcert.com/98-367.html
https://www.geekcert.com/98-367.html
http://www.tcpdf.org
https://www.geekcert.com/98-367.html
https://www.geekcert.com/98-367.html
https://www.geekcert.com/98-367.html

