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QUESTION 1

Which password attack uses all possible alpha numeric combinations? 

A. Social engineering 

B. Brute force attack 

C. Dictionary attack 

D. Rainbow table attack 

Correct Answer: C 

 

QUESTION 2

Humongous Insurance is an online healthcare insurance company. During an annual security audit a security firm tests
the strength of the company\\'s password policy and suggests that Humongous Insurance implement password history
policy. 

What is the likely reason that the security firm suggests this? 

A. Past passwords were easily cracked by the brute force method. 

B. Past passwords of users contained dictionary words. 

C. Previous password breaches involved use of past passwords. 

D. Past passwords lacked complexity and special characters. 

Correct Answer: B 

 

QUESTION 3

Basic security questions used to reset a password are susceptible to: 

A. Hashing 

B. Social engineering 

C. Network sniffing 

D. Trojan horses 

Correct Answer: B 

Reference: http://en.wikipedia.org/wiki/Self-service_password_reset 

 

QUESTION 4
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Which is a special folder permission? 

A. Read 

B. Modify 

C. Write 

D. Delete 

Correct Answer: D 

Reference: http://support.microsoft.com/kb/308419 

 

QUESTION 5

To keep third-party content providers from tracking your movements on the web, enable InPrivate Browsing. 

Select the correct answer if the underlined text does not make the statement correct. Select "No change is needed\\'\\' if
the underlined text makes the statement correct. 

A. InPrivate Filtering 

B. SmartScreen Filter 

C. Compatibility Mode 

D. No change is needed 

Correct Answer: A 
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