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QUESTION 1

Which of the following describes a VLAN? 

A. It connects multiple networks and routes data packets. 

B. It is a logical broadcast domain across physical subnets. 

C. It is a subnetwork that reveals a company\\'s externally facing resources to the public network. 

D. It allows different network protocols to communicate between different network segments. 

Correct Answer: B 

VLAN (Virtual Local Network) is a logically separate IP subnetwork which allow multiple IP networks and subnets to
exist on the same-switched network. VLAN is a logical broadcast domain that can span multiple physical LAN
segments. It is a modern way administrators configure switches into virtual local-area networks (VLANs) to improve
network performance by separating large Layer 2 broadcast domains into smaller ones. 

 

QUESTION 2

The purpose of Windows Server Update Services (WSUS) is to: 

A. manage the deployment of patches to company servers 

B. provide alerts and reports on system vulnerabilities 

C. set permissions to the minimum level necessary for each function 

D. update licensing for Windows servers 

Correct Answer: A 

 

QUESTION 3

You are trying to enable BitLocker on your father\\'s computer. 

What is the purpose of the Trusted Platform Module (TPM) when it is used by BitLocker? 

A. to store an encrypted file allocation table for the protected drive 

B. to provide a co-processor that encrypts/decrypts data 

C. to verify the integrity of the early boot components 

D. to store the hashed data produced by BitLocker encryption 

Correct Answer: C 
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QUESTION 4

Which of the following is defined as a digitally signed statement used to authenticate and to secure information on open
networks? 

A. Kerberos 

B. Public certificate 

C. Single sign-on (SSO) 

D. SEAL 

Correct Answer: B 

A public certificate is defined as a digitally signed statement used to authenticate and to secure information on open
networks Answer: C is incorrect. Single sign-on (SSO) is defined as a mechanism in which a single action of user
authentication and authorization is used to allow a user to access all computers and systems where he got a access
permission, without entering passwords for multiple times. Answer: A is incorrect. Kerberos is defined as a secure
method used for authenticating a request for a service in a computer network. Answer: D is incorrect. SEAL is an
alternative encryption algorithm to software- based DES, 3DES, and AES. It uses a 160-bit encryption key. SEAL
provides less impact to the CPU than other software- based encryption algorithms. In Cisco IOS IPSec implementations,
SEAL supports the SEAL algorithm. It can be configured through the command-line interface using the crypto ipsec
transform-set command and the esp-seal transform option. 

 

QUESTION 5

Which of the following is used to describe the policy of maximum password age? 

A. It is used to determine how old the user has to create a password. 

B. It is a time duration before a password is required to be public. 

C. It is a time duration before a password is required to be changed. 

D. It determines how old the password must be before the user is permitted to change it. 

Correct Answer: C 

The policy of maximum password age defines a time duration before a password is required to be changed. 
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