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QUESTION 1

You are responsible for virus protection for a large college campus. You are very concerned that your antivirus solution
must be able to capture the latest virus threats. What sort of virus protection should you implement? 

A. Network Based 

B. Host based 

C. Dictionary 

D. Heuristic 

Correct Answer: D 

A Heuristic antivirus protection solution uses certain behaviors to identify a file as a virus, even if it is not on any known
antivirus list. 

 

QUESTION 2

Which password attack uses all possible alpha numeric combinations? 

A. Social engineering 

B. Brute force attack 

C. Dictionary attack 

D. Rainbow table attack 

Correct Answer: C 

 

QUESTION 3

This question requires that you evaluate the underlined text to determine if it is correct. 

Dedicated perimeter firewalls often provide a service named static packet filtering, which converts interval private
addresses into an external Internet address. 

Instructions: Review the underlined text. If it makes the statement correct, select "No change is needed." If the
statement is incorrect, select the answer choice that makes the statement correct. 

A. Application Layer filtering 

B. Network Address Translation 

C. circuit-level inspection 

D. No change is needed 

Correct Answer: B 
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References: 

http://www.excitingip.com/205/what-are-packet-filtering-circuit-level-application-level-and-stateful- multilayer-inspection-
firewalls/ 

 

QUESTION 4

The company that you work for wants to set up a secure network, but they do not have any servers. Which three
security methods require the use of a server? (Choose three.) 

A. 802.1x 

B. WPA2 Personal 

C. WPA2 Enterprise 

D. RADIUS 

E. 802.11ac 

Correct Answer: ACD 

 

QUESTION 5

To prevent users from copying data to removable media, you should: 

A. Lock the computer cases 

B. Apply a group policy 

C. Disable copy and paste 

D. Store media in a locked room 

Correct Answer: B 

Reference: http://blogs.technet.com/b/askds/archive/2008/08/25/removable-storage-group-policy-and-windows-
server-2008-and-windows-vista.aspx 
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