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QUESTION 1

Identify the benefits of using aliases when writing firewall policies (Select three) 

A. Makes policies more readable. 

B. Changes to policy rules that use aliases are auto updated. 

C. End users are applied to the proper role. 

D. Can be applied to a Role 

E. Simplifies repetitive configuration. 

Correct Answer: ABE 

 

QUESTION 2

When would you use the Reject action in a firewall policy? 

A. To let hackers know which ports are open on your firewall 

B. To let your users know they they are in violation of corporate policies 

C. To tell down stream routers to use a more appropriate router 

D. To aid in troubleshooting firewall policy configuration 

E. To let the system count the violations 

Correct Answer: D 

 

QUESTION 3

What is the purpose of the validuser ACL? 

A. When a user transmits data through the controller, the validuser ACL is used to check if the user is in the layer 3 user-
table 

B. Before a client is added to the controller\\'s user table, the validuser ACL is checked to make sure the client has a
valid IP address 

C. The validuser ACL is used during 802.1X authentication to check that the client is in the layer 3 user-table 

D. When an AP needs to transmit data to a user, it checks the validuser ACL to make sure the user has a valid IP
address 

E. A list of configured MAC addresses that define the valid users 

Correct Answer: B 
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QUESTION 4

Which firewall action is necessary in a guest pre-authentication role to display the captive portal login screen? 

A. SRC-NAT 

B. DST-NAT 

C. allow all 

D. allow CP 

E. route 

Correct Answer: B 

 

QUESTION 5

Remote AP in tunnel mode, by default, uses which of the following to encrypt user traffic back to the mobility controller? 

A. L2TP over IPSec is used to carry user traffic and control traffic 

B. PPTP is used to tunnel user traffic 

C. The AP does not encrypt user traffic. The user\\'s link layer encryption is used. 

D. Remote AP traffic is unencrypted 

E. Certificate based tunnel 

Correct Answer: C 
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