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QUESTION 1

Which of the following statements are true about security risks? Each correct answer represents a complete solution.
Choose three.

A. They can be removed completely by taking proper actions.

B. They can be analyzed and measured by the risk analysis process.

C. They can be mitigated by reviewing and taking responsible actions based on possible risks.
D. They are considered an indicator of threats coupled with vulnerability.

Correct Answer: BCD

QUESTION 2

You are the project manager of the NNH Project. In this project you have created a contingency response that the
schedule performance index should be less than 0.93. The NHH Project has a budget at completion of $945,000 and is
45 percent complete though the project should be 49 percent complete. The project has spent $455,897 to reach the 45
percent complete milestone. What is the project\\'s schedule performance index?

A. 1.06

B. 0.92

C. -$37,800

D. 0.93

Correct Answer: B

QUESTION 3

There are seven risk responses for any project. Which one of the following is a valid risk response for a negative risk
event?

A. Exploit

B. Share

C. Enhance
D. Acceptance

Correct Answer: D

QUESTION 4
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Shoulder surfing is a type of in-person attack in which the attacker gathers information about the premises of an
organization. This attack is often performed by looking surreptitiously at the keyboard of an employee\\'s computer while
he is typing in his password at any access point such as a terminal/Web site. Which of the following is violated in a
shoulder surfing attack?

A. Authenticity

B. Integrity

C. Availability

D. Confidentiality

Correct Answer: D

QUESTION 5

Which of the following relations correctly describes residual risk?

A. Residual Risk = Threats x Vulnerability x Asset Gap x Control Gap
B. Residual Risk = Threats x Exploit x Asset Value x Control Gap

C. Residual Risk = Threats x Exploit x Asset Value x Control Gap

D. Residual Risk = Threats x Vulnerability x Asset Value x Control Gap

Correct Answer: D
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