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QUESTION 1

User attribute mapping enables you to: 

A. Map policies to different user attributes. 

B. Map user groups to different administrator groups. 

C. Map user classes to different user attribute names. 

D. Map one common name to different user attribute names in different user directories. 

Correct Answer: D 

 

QUESTION 2

One of the three cryptographic operating modes for securing CA SiteMinder data is Federal Information Processing
Standards (RPS)-compatibility. This mode: 

A. Only uses FIPS 140-2 algorithms. 

B. Is only used for CA SiteMinder rl2. 

C. Uses classic CA SiteMinder 6.x cryptography. 

D. Is used where version 6.x and rl2 of CA SiteMinder co-exist. 

Correct Answer: C 

 

QUESTION 3

Which assumption does CA SiteMinder make about a user directory by default? 

A. A user will be audited against the same directory. 

B. A user will be authorized against the same directory. 

C. A user will be authenticated against the same directory. 

D. A user will be authenticated AND authorized against the same directory. 

Correct Answer: B 

 

QUESTION 4

Two benefits of password services are that they: 

A. Provide an additional layer of security, and provide administrators with access to user passwords. 
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B. Prevent users from selecting their own passwords, and provide administrators with access to user passwords. 

C. Provide an additional layer of security, and prevent unauthorized access to resources by disabling accounts that
exceed permitted authentication attempts. 

D. Prevent users from selecting their own passwords, and prevent unauthorized access to resources by disabling
accounts that exceed permitted authentication attempts. 

Correct Answer: D 

 

QUESTION 5

In CA SiteMinder, a Web Agent interaction determines whether an authenticated user has access to a requested
resource. The decision is based on a security policy defined in the policy store or entitlement store. 

This Web Agent interaction is called: 

A. isProtected 

B. isAuthorized 

C. isRequested 

D. isAuthenticated 

Correct Answer: B 
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