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QUESTION 1

Which of the following BEST facilitates the effective execution of an incident response plan?
A. The response team is trained on the plan.

B. The plan is based on risk assessment results.

C. The incident response plan aligns with the IT disaster recovery plan.

D. The plan is based on industry best practice.

Correct Answer: B

QUESTION 2

Nonrepudiation can BEST be assured by using:

A. delivery path tracing.

B. reverse lookup translation.

C. out-of-hand channels.

D. digital signatures.

Correct Answer: D

Effective nonrepudiation requires the use of digital signatures. Reverse lookup translation involves converting Internet
Protocol (IP) addresses to usernames. Delivery path tracing shows the route taken but does not confirm the identity of

the sender. Out-of-band channels are useful when, for confidentiality, it is necessary to break a message into two parts
that are sent by different means.

QUESTION 3

When considering whether to adopt a new information security framework, an organization\\'s information security
manager should FIRST:

A. compare the framework with the current business strategy

B. perform a technical feasibility analysis

C. perform a financial viability study

D. analyze the framework\\'s legal implications and business impact

Correct Answer: A

QUESTION 4
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Who is responsible for raising awareness of the need for adequate funding for risk action plans?

A. Chief information officer (CIO)

B. Chief financial officer (CFO)

C. Information security manager

D. Business unit management

Correct Answer: C

The information security manager is responsible for raising awareness of the need for adequate funding for risk-related
action plans. Even though the chief information officer (CIO), chief financial officer (CFO) and business unit

management are involved in the final approval of fund expenditure, it is the information security manager who has the
ultimate responsibility for raising awareness.

QUESTION 5

An executive\\'s personal mobile device used for business purposes is reported lost. The information security manager
should respond based on:

A. mobile device configuration.

B. asset management guidelines.

C. the business impact analysis (BIA).
D. incident classification.

Correct Answer: D
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