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QUESTION 1

Which of the following is a security manager\\'s FIRST priority after an organization\\'s critical system has been
compromised? 

A. Implement improvements to prevent recurrence. 

B. Restore the compromised system. 

C. Preserve incident-related data. 

D. Identify the malware that compromised the system. 

Correct Answer: B 

 

 

QUESTION 2

An organization is MOST at risk from a new worm being introduced through the intranet when: 

A. desktop virus definition files are not up to date. 

B. system software does not undergo integrity checks. 

C. hosts have static IP addresses. 

D. executable code is run from inside the firewall. 

Correct Answer: A 

 

QUESTION 3

The PRIMARY objective of periodically testing an incident response plan should be to: 

A. highlight the importance of incident response and recovery. 

B. harden the technical infrastructure. 

C. improve internal processes and procedures. 

D. improve employee awareness of the incident response process. 

Correct Answer: C 

 

QUESTION 4

The ULTIMATE responsibility for ensuring the objectives of an information security framework are being met belongs
to: 
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A. the board of directors. 

B. the information security officer. 

C. the steering committee. 

D. the internal audit manager. 

Correct Answer: A 

 

QUESTION 5

What is the MOST important factor in the successful implementation of an enterprise wide information security
program? 

A. Realistic budget estimates 

B. Security awareness 

C. Support of senior management 

D. Recalculation of the work factor 

Correct Answer: C 

Without the support of senior management, an information security program has little chance of survival. A company\\'s
leadership group, more than any other group, will more successfully drive the program. Their authoritative position in the
company is a key factor. Budget approval, resource commitments, and companywide participation also require the buy-
in from senior management. Senior management is responsible for providing an adequate budget and the necessary
resources. Security awareness is important, but not the most important factor. Recalculation of the work factor is a part
of risk management. 
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