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QUESTION 1

Which of the following is the BEST indicator of an emerging incident? 

A. A weakness identified within an organization\\'s information systems 

B. Customer complaints about lack of website availability 

C. A recent security incident at an industry competitor 

D. Attempted patching of systems resulting in errors 

Correct Answer: B 

 

QUESTION 2

When developing an information security governance framework, which of the following should be the FIRST activity? 

A. Integrate security within the system\\'s development life-cycle process. 

B. Align the information security program with the organization\\'s other risk and control activities. 

C. Develop policies and procedures to support the framework. 

D. Develop response measures to detect and ensure the closure of security breaches. 

Correct Answer: B 

 

QUESTION 3

The criticality and sensitivity of information assets is determined on the basis of: 

A. threat assessment. 

B. vulnerability assessment. 

C. resource dependency assessment. 

D. impact assessment. 

Correct Answer: D 

The criticality and sensitivity of information assets depends on the impact of the probability of the threats exploiting
vulnerabilities in the asset, and takes into consideration the value of the assets and the impairment of the value. Threat
assessment lists only the threats that the information asset is exposed to. It does not consider the value of the asset and
impact of the threat on the value. Vulnerability assessment lists only the vulnerabilities inherent in the information asset
that can attract threats. It does not consider the value of the asset and the impact of perceived threats on the value.
Resource dependency assessment provides process needs but not impact. 
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QUESTION 4

The MOST important reason to use a centralized mechanism to identify information security incidents is to: 

A. comply with corporate policies. 

B. prevent unauthorized changes to networks. 

C. threats across environments. 

D. detect potential fraud. 

Correct Answer: A 

 

QUESTION 5

An information security manager has been informed of a new vulnerability in an online banking application, and patch to
resolve this issue is expected to be released in the next 72 hours. The information security manager\\'s MOST important
course of action should be to: 

A. assess the risk and advise senior management. 

B. identify and implement mitigating controls. 

C. run the application system in offline mode. 

D. perform a business impact analysis (BIA). 

Correct Answer: A 
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