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QUESTION 1

Which of the following is the PRIMARY reason to conduct periodic business impact assessments? 

A. Improve the results of last business impact assessment 

B. Update recovery objectives based on new risks 

C. Decrease the recovery times 

D. Meet the needs of the business continuity policy 

Correct Answer: B 

 

QUESTION 2

Which of the following is the BEST evidence that an organization\\'s information security governance framework is
effective? 

A. Threats to the organization have diminished. 

B. The risk register is reviewed annually. 

C. The framework focuses primarily on technical controls. 

D. The framework can adapt to organizational changes. 

Correct Answer: A 

 

QUESTION 3

An organization is implementing an information security governance framework. To communicate the program\\'s
effectiveness to stakeholders, it is MOST important to establish: 

A. automated reporting to stakeholders. 

B. a control self-assessment process. 

C. metrics for each milestone. 

D. a monitoring process for the security policy. 

Correct Answer: C 

 

QUESTION 4

Which of the following is a step in establishing a security policy? 

A. Developing platform-level security baselines 
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B. Creating a RACI matrix 

C. Implementing a process for developing and maintaining the policy 

D. Developing configuration parameters for the network 

Correct Answer: C 

 

QUESTION 5

An information security manager wants to implement a security information and event management (SIEM) system that
will aggregate log data from all systems that control perimeter access. Which of the following would BEST support the
business case for this initiative to senior management? 

A. Industry examples of threats detected using a SIEM system 

B. Alignment with industry best practices 

C. Independent evidence of a SIEM system\\'s ability to reduce risk 

D. Metrics related to the number of systems to be consolidated 

Correct Answer: C 
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