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QUESTION 1

Which of the following poses the GREATEST privacy risk to personally identifiable information (PIl) when disposing of
an office printer or copier?

A. The device could contain a document with PIl on the platen glass

B. Organizational network configuration information could still be present within the device
C. A hard disk drive (HDD) in the device could contain PII

D. The device transfer roller could contain imprints of PlI

Correct Answer: B

QUESTION 2

Who is responsible for the protection of information when it is shared with or provided to other organizations?
A. Systems owner

B. Authorizing Official (AO)

C. Information owner

D. Security officer

Correct Answer: C

QUESTION 3

When designing a new Voice over Internet Protocol (VolP) network, an organization\\'s top concern is preventing
unauthorized users accessing the VolP network. Which of the following will BEST help secure the VolP network?

A. Transport Layer Security (TLS)
B. 802.1x

C. 802.119

D. Web application firewall (WAF)

Correct Answer: A

QUESTION 4
Internet Protocol (IP) source address spoofing is used to defeat

A. address-based authentication.
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B. Address Resolution Protocol (ARP).
C. Reverse Address Resolution Protocol (RARP).
D. Transmission Control Protocol (TCP) hijacking.

Correct Answer: A

QUESTION 5

Which of the following is TRUE about Disaster Recovery Plan (DRP) testing?
A. Operational networks are usually shut down during testing.

B. Testing should continue even if components of the test fail.

C. The company is fully prepared for a disaster if all tests pass.

D. Testing should not be done until the entire disaster plan can be tested.

Correct Answer: B
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