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QUESTION 1

In a data classification scheme, the data is owned by the
A. Information Technology (IT) managers.

B. business managers.

C. end users.

D. system security managers.

Correct Answer: B

QUESTION 2
Which of the following elements MUST a compliant EU-US Safe Harbor Privacy Policy contain?

A. An explanation of how long the data subject\\'s collected information will be retained for and how it will be eventually
disposed.

B. An explanation of who can be contacted at the organization collecting the information if corrections are required by
the data subject.

C. An explanation of the regulatory frameworks and compliance standards the information collecting organization
adheres to.

D. An explanation of all the technologies employed by the collecting organization in gathering information on the data
subject.

Correct Answer: B

QUESTION 3

What information will BEST assist security and financial analysts in determining if a security control is cost effective to
mitigate a vulnerability?

A. Annualized Loss Expectancy (ALE) and the cost of the control
B. Single Loss Expectancy (SLE) and the cost of the control

C. Annual Rate of Occurrence (ARO) and the cost of the control
D. Exposure Factor (EF) and the cost of the control

Correct Answer: D

QUESTION 4
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A software development company found odd behavior in some recently developed software, creating a need for a more
thorough code review. What is the MOST effective argument for a more thorough code review?

A. It will increase flexibility of the applications developed.
B. It will increase accountability with the customers.

C. It willimpede the development process.

D. It will reduce the potential for vulnerabilities.

Correct Answer: D

QUESTION 5

Which of the following is the MOST secure protocol for zremote command access to the firewall?
A. Secure Shell (SSH)

B. Trivial File Transfer Protocol (TFTP)

C. Hypertext Transfer Protocol Secure (HTTPS)

D. Simple Network Management Protocol (SNMP) v1

Correct Answer: A
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