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QUESTION 1
Refer to the information below to answer the question.
In a Multilevel Security (MLS) system, the following sensitivity labels are used in increasing levels of sensitivity:

restricted, confidential, secret, top secret. Table A lists the clearance levels for four users, while Table B lists the
security classes of four different files.

Table A Table B
User |Clearance Level Files |Security Class
A Restricted 1 Restricted
B Confidential 2 Confidential
C Secret 3 Secret
D Top Secret 4 Top Secret

Which of the following is true according to the star property (*property)?
A. User D can write to File 1
B. User B can write to File 1
C. User A can write to File 1
D. User C can write to File 1

Correct Answer: C

QUESTION 2

A security operations center (SOC) discovers a recently deployed router beaconing to a malicious website. Replacing
the router fixes the issue. What is the MOST likely cause of the router\\'s behavior?

A. The network administrator failed to reconfigure the router\\'s access control list (ACL).
B. The router was damaged during shipping or installed incorrectly.

C. The router was counterfeit and acquired through unauthorized channels.

D. The network administrator failed to update the router\\'s firmware.

Correct Answer: D

Reference: https://support.mozilla.org/en-US/questions/1324064

QUESTION 3

While inventorying storage equipment, it is found that there are unlabeled, disconnected, and powered off devices.
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Which of the following is the correct procedure for handling such equipment?

A. They should be recycled to save energy.

B. They should be recycled according to NIST SP 800-88.

C. They should be inspected and sanitized following the organizational policy.
D. They should be inspected and categorized properly to sell them for reuse.

Correct Answer: C

QUESTION 4

When developing the entitlement review process, which of the following roles is responsible for determining who has a
need for the information?

A. Data Custodian

B. Data Owner

C. Database Administrator

D. Information Technology (IT) Director

Correct Answer: B

QUESTION 5

Which of the following is BEST achieved through the use of eXtensible Access Markup Language (XACML)?
A. Minimize malicious attacks from third parties

B. Manage resource privileges

C. Share digital identities in hybrid cloud

D. Defined a standard protocol

Correct Answer: D
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