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QUESTION 1

Which of the following methods can be used to achieve confidentiality and integrity for data in transit? 

A. Multiprotocol Label Switching (MPLS) 

B. Internet Protocol Security (IPSec) 

C. Federated identity management 

D. Multi-factor authentication 

Correct Answer: B 

 

QUESTION 2

Refer to the information below to answer the question. 

Desktop computers in an organization were sanitized for re-use in an equivalent security environment. The data was
destroyed in accordance with organizational policy and all marking and other external indications of the sensitivity of the
data that was formerly stored on the magnetic drives were removed. 

After magnetic drives were degaussed twice according to the product manufacturer\\'s directions, what is the MOST
LIKELY security issue with degaussing? 

A. Commercial products often have serious weaknesses of the magnetic force available in the degausser product. 

B. Degausser products may not be properly maintained and operated. 

C. The inability to turn the drive around in the chamber for the second pass due to human error. 

D. Inadequate record keeping when sanitizing mediA. 

Correct Answer: B 

 

QUESTION 3

Which one of the following describes granularity? 

A. Maximum number of entries available in an Access Control List (ACL) 

B. Fineness to which a trusted system can authenticate users 

C. Number of violations divided by the number of total accesses 

D. Fineness to which an access control system can be adjusted 

Correct Answer: D 
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QUESTION 4

Without proper signal protection, embedded systems may be prone to which type of attack? 

A. Brute force 

B. Tampering 

C. Information disclosure 

D. Denial of Service (DoS) 

Correct Answer: C 

 

QUESTION 5

What is a use for mandatory access control (MAC)? 

A. Allows for labeling of sensitive user accounts for access control 

B. Allows for mandatory user identity and passwords based on sensitivity 

C. Allows for mandatory system administrator access control over objects 

D. Allows for object security based on sensitivity represented by a label 

Correct Answer: D 
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