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QUESTION 1

During a penetration test, what are the three PRIMARY objectives of the planning phase? 

A. Determine testing goals, identify rules of engagement, and conduct an initial discovery scan. 

B. Finalize management approval, determine testing goals, and gather port and service information. 

C. Identify rules of engagement, finalize management approval, and determine testing goals. 

D. Identify rules of engagement, document management approval, and collect system and application information. 

Correct Answer: D 

 

QUESTION 2

Which of the following is the final phase of the identity and access provisioning lifecycle? 

A. Recertification 

B. Revocation 

C. Removal 

D. Validation 

Correct Answer: B 

Reference: https://books.google.com.pk/books?id=W2TvAgAAQBAJandpg=PA256andlpg=PA256anddq=process+in+th
e+access+provisioning+lifecycle+that+will+MOST+likely+identify+access+aggregation +issuesandsource=blandots=OB
Jo9fbGP3andsig=ACfU3U1eAWDu3q4EoiusrOi_hvtu6WyaIgandhl=enandsa=Xandved=2ahUKEwiu-Mac0anpAhXIxIUK
HQi2BFsQ6AEwAXoECBAQAQ#v=onepageandq=process%20in%20the%20access%20provisioning%
20lifecycle%20that%20will%20MOST%20likely%20identify%20access%20aggregation%20issuesandf=false 

 

QUESTION 3

What is the MOST critical factor to achieve the goals of a security program? 

A. Capabilities of security resources 

B. Executive management support 

C. Effectiveness of security management 

D. Budget approved for security resources 

Correct Answer: B 

 

QUESTION 4
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A breach investigation found a website was exploited through an open source component. What is the FIRST step in the
process that could have prevented this breach? 

A. Application whitelisting 

B. Vulnerability remediation 

C. Web application firewall (WAF) 

D. Software inventory 

Correct Answer: C 

 

 

QUESTION 5

A health care provider is considering Internet access for their employees and patients. Which of the following is the
organization\\'s MOST secure solution for protection of data? 

A. Public Key Infrastructure (PKI) and digital signatures 

B. Trusted server certificates and passphrases 

C. User ID and password 

D. Asymmetric encryption and User ID 

Correct Answer: A 
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