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QUESTION 1

Which of the following is the GREATEST benefit of implementing a Role Based Access Control (RBAC) system? 

A. Integration using Lightweight Directory Access Protocol (LDAP) 

B. Form-based user registration process 

C. Integration with the organizations Human Resources (HR) system 

D. A considerably simpler provisioning process 

Correct Answer: D 

 

QUESTION 2

Which of the following attacks describes the intent behind the pivoting method used by attackers or penetration testers? 

A. Interrupt the communications flows on the network 

B. Use a compromised or obsolete system to traverse the network 

C. Extract sensitive data from resources on the network 

D. Escalate compromised user permissions within the network 

Correct Answer: B 

Reference: https://www.eccouncil.org/cybersecurity-exchange/penetration-testing/pivoting-penetration-testing/ 

 

QUESTION 3

An organization is found lacking the ability to properly establish performance indicators for its Web hosting solution
during an audit. What would be the MOST probable cause? 

A. Improper deployment of the Service-Oriented Architecture (SOA) 

B. Absence of a Business Intelligence (BI) solution 

C. Inadequate cost modeling 

D. Insufficient Service Level Agreement (SLA) 

Correct Answer: D 

 

QUESTION 4

In what phase of the System Development Life Cycle (SDLC) should security training for the development team begin? 
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A. Development/Acquisition 

B. Initiation 

C. Implementation/Assessment 

D. Disposal 

Correct Answer: A 

 

QUESTION 5

During an internal audit of an organizational Information Security Management System (ISMS), nonconformities are
identified. In which of the following management stages are nonconformities reviewed, assessed and/or corrected by
the organization? 

A. Planning 

B. Operation 

C. Assessment 

D. Improvement 

Correct Answer: B 
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