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QUESTION 1

What is the FIRST step in reducing the exposure of a network to Internet Control Message Protocol (ICMP) based
attacks? 

A. Implement egress filtering at the organization\\'s network boundary. 

B. Implement network access control lists (ACL). 

C. Implement a web application firewall (WAF). 

D. Implement an intrusion prevention system (IPS). 

Correct Answer: B 

 

QUESTION 2

What should happen when an emergency change to a system must be performed? 

A. The change must be given priority at the next meeting of the change control board. 

B. Testing and approvals must be performed quickly. 

C. The change must be performed immediately and then submitted to the change board. 

D. The change is performed and a notation is made in the system log. 

Correct Answer: B 

 

QUESTION 3

Which layer of the Open System Interconnection (OSI) model is reliant on other layers and is concerned with the
structure, interpretation and handling of information? 

A. Presentation Layer 

B. Session Layer 

C. Application Layer 

D. Transport Layer 

Correct Answer: C 

Application(s) layer relies on everything before it. 

 

QUESTION 4

Which mechanism provides the BEST protection against buffer overflow attacks in memory? 
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A. Address Space Layout Randomization (ASLR) 

B. Memory management unit 

C. Stack and heap allocation 

D. Dynamic random access memory (DRAM) 

Correct Answer: A 

Reference: https://www.wallarm.com/what/buffer-overflow-attack-preventing-and-mitigation-methods-
part-2#:~:text=Unfortunately%2C%20nothing%20is%20perfect%2C%20but,are%20put%20away%20in%20memory 

 

QUESTION 5

A security consultant has been hired by a company to establish its vulnerability management program. The consultant is
now in the deployment phase. Which of the following tasks is part of this process? 

A. Select and procure supporting technologies. 

B. Determine a budget and cost analysis for the program. 

C. Measure effectiveness of the program\\'s stated goals. 

D. Educate and train key stakeholders. 

Correct Answer: C 
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