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QUESTION 1

Which part of an operating system (OS) is responsible for providing security interfaces among the hardware, OS, and
other parts of the computing system?

A. Trusted Computing Base (TCB)
B. Time separation

C. Security kernel

D. Reference monitor

Correct Answer: C

QUESTION 2

What balance MUST be considered when web application developers determine how information application error
message should be constructed?

A. Risk versus benefit

B. Availability versus auditability

C. Performance versus user satisfaction
D. Confidentially versus integrity

Correct Answer: A

QUESTION 3

Following a penetration test, what should an organization do FIRST?
A. Review all security policies and procedures

B. Ensure staff is trained in security

C. Determine if you need to conduct a full security assessment

D. Evaluate the problems identified in the test result

Correct Answer: D

QUESTION 4

A Business Continuity Plan (BCP) is based on
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A. the policy and procedures manual.

B. an existing BCP from a similar organization.

C. a review of the business processes and procedures.
D. a standard checklist of required items and objectives.

Correct Answer: C

QUESTION 5

What Is the FIRST step for a digital investigator to perform when using best practices to collect digital evidence from a
potential crime scene?

A. Consult the lead investigate to team the details of the case and required evidence.

B. Assure that grounding procedures have been followed to reduce the loss of digital data due to static electricity
discharge.

C. Update the Basic Input Output System (BIOS) and Operating System (OS) of any tools used to assure evidence
admissibility.

D. Confirm that the appropriate warrants were issued to the subject of the investigation to eliminate illegal search
claims.

Correct Answer: D
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