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QUESTION 1
Refer to the information below to answer the question.

A security practitioner detects client-based attacks on the organization\\'s network. A plan will be necessary to address
these concerns.

In the plan, what is the BEST approach to mitigate future internal client-based attacks?
A. Block all client side web exploits at the perimeter.

B. Remove all non-essential client-side web services from the network.

C. Screen for harmful exploits of client-side services before implementation.

D. Harden the client image before deployment.

Correct Answer: D

QUESTION 2

Which of the following media sanitization techniques is MOST likely to be effective for an organization using public cloud
services?

A. Low-level formatting

B. Secure-grade overwrite erasure
C. Cryptographic erasure

D. Drive degaussing

Correct Answer: B

QUESTION 3

When network management is outsourced to third parties, which of the following is the MOST effective method of
protecting critical data assets?

A. Log all activities associated with sensitive systems
B. Provide links to security policies

C. Confirm that confidentially agreements are signed
D. Employ strong access controls

Correct Answer: D
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QUESTION 4

An attacker has intruded into the source code management system and is able to download but not modify the code.
Which of the following aspects of the code theft has the HIGHEST security impact?

A. The attacker could publicly share confidential comments found in the stolen code.

B. Competitors might be able to steal the organization\\'s ideas by looking at the stolen code.

C. A competitor could run their own copy of the organization\\'s website using the stolen code.

D. Administrative credentials or keys hard-coded within the stolen code could be used to access sensitive data.

Correct Answer: A

QUESTION 5

Which of the following activities should a forensic examiner perform FIRST when determining the priority of digital
evidence collection at a crime scene?

A. Gather physical evidence,

B. Establish order of volatility.

C. Assign responsibilities to personnel on the scene.
D. Establish a list of files to examine.

Correct Answer: C
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