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QUESTION 1

Which of the following BEST describes the responsibilities of data owner?

A. Ensuing Quality and validation trough periodic audits for ongoing data integrity

B. Determining the impact the information has on the mission of the organization

C. Maintaining fundamental data availability, including data storage and archiving

D. Ensuring accessibility to appropriate users, maintaining appropriate levels of data security

Correct Answer: D

QUESTION 2

What is the FIRST step in developing a patch management plan?
A. Subscribe to a vulnerability subscription service.

B. Develop a patch testing procedure.

C. Inventory the hardware and software used.

D. Identify unnecessary services installed on systems.

Correct Answer: B

QUESTION 3

The security architect has been assigned the responsibility of ensuring integrity of the organization\\'s electronic records.
Which of the following methods provides the strongest level of integrity?

A. Time stamping
B. Encryption

C. Hashing

D. Digital signature

Correct Answer: D

QUESTION 4

What is the FIRST step when developing an Information Security Continuous Monitoring (ISCM) program?
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A. Establish an ISCM technical architecture.
B. Collect the security-related information required for metrics, assessments, and reporting.

C. Establish an ISCM program determining metrics, status monitoring frequencies, and control assessment
frequencies.

D. Define an ISCM strategy based on risk tolerance.

Correct Answer: D

QUESTION 5

A client has reviewed a vulnerability assessment report and has stated it is inaccurate. The client states that the
vulnerabilities listed are not valid because the host\\'s Operating system (OS) was not properly detected.

Where in the vulnerability assessment process did the error MOST likely occur?
A. Enumeration

B. Detection

C. Reporting

D. Discovery

Correct Answer: B
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