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QUESTION 1

Which of the following is the MOST relevant input to an organization\\'s risk profile? 

A. External audit\\'s risk assessment 

B. Management\\'s risk self-assessment 

C. Internal audit\\'s risk assessment 

D. Information security\\'s vulnerability assessment 

Correct Answer: A 

 

QUESTION 2

In response to the threat of ransomware, an organization has implemented cybersecurity awareness activities. The risk
practitioner\\'s BEST recommendation to further reduce the impact of ransomware attacks would be to implement: 

A. two-factor authentication. 

B. continuous data backup controls. 

C. encryption for data at rest. 

D. encryption for data in motion. 

Correct Answer: B 

 

QUESTION 3

The following is the snapshot of a recently approved IT risk register maintained by an organization\\'s information
security department. 
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After implementing countermeasures listed in `\\'Risk Response Descriptions\\'\\' for each of the Risk IDs, which of the
following component of the register MUST change? 

A. Risk Impact Rating 

B. Risk Owner 

C. Risk Likelihood Rating 

D. Risk Exposure 

Correct Answer: B 

 

QUESTION 4

You and your project team have identified a few risk events in the project and recorded the events in the risk register.
Part of the recording of the events includes the identification of a risk owner. Who is a risk owner? 

A. A risk owner is the party that will monitor the risk events. 

B. A risk owner is the party that will pay for the cost of the risk event if it becomes an issue. 

C. A risk owner is the party that has caused the risk event. 

D. A risk owner is the party authorized to respond to the risk event. 
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Correct Answer: D 

 

QUESTION 5

Controls should be defined during the design phase of system development because: 

A. it is more cost-effective to determine controls in the early design phase. 

B. structured analysis techniques exclude identification of controls. 

C. structured programming techniques require that controls be designed before coding begins. 

D. technical specifications are defined during this phase. 

Correct Answer: A 
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