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QUESTION 1

An organization wants to implement a privileged access management solution to belter manage the use ot emergency
and privileged service accounts. Which of the following would BEST satisfy the organization\\'s goal?

A. Access control lists
B. Discretionary access controls
C. Policy-based access controls
D. Credential vaulting

Correct Answer: C

QUESTION 2

Which of the following BEST explains hardware root of trust?

A. It uses the processor security extensions to protect the OS from malicious software installation.

B. It prevents side-channel attacks that can take advantage of speculative execution vulnerabilities.
C. It ensures the authenticity of firmware and software during the boot process until the OS is loaded.
D. It has been implemented as a mitigation to the Spectre and Meltdown hardware vulnerabilities.
Correct Answer: C

Reference: https://www.rambus.com/blogs/hardware-root-of-trust/

QUESTION 3

An organization\\'s internal department frequently uses a cloud provider to store large amounts of sensitive data. A
threat actor has deployed a virtual machine to at the use of the cloud hosted hypervisor, the threat actor has escalated
the access rights. Which of the following actions would be BEST to remediate the vulnerability?

A. Sandbox the virtual machine.

B. Implement an MFA solution.

C. Update lo the secure hypervisor version.

D. Implement dedicated hardware for each customer.

Correct Answer: C

QUESTION 4
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A company\\'s data is still being exfiltered to business competitors after the implementation of a DLP solution. Which of
the following is the most likely reason why the data is still being compromised?

A. Printed reports from the database contain sensitive information

B. DRM must be implemented with the DLP solution

C. Users are not labeling the appropriate data sets

D. DLP solutions are only effective when they are implemented with disk encryption
Correct Answer: B

Reference: https://www.vaultize.com/blog/-enterprise-drm-and-dlp-are-amazing-together.html

QUESTION 5

After implementing and running an automated patching tool, a security administrator ran a vulnerability scan that
reported no missing patches found. Which of the following BEST describes why this tool was used?

A. To create a chain of evidence to demonstrate when the servers were patched.
B. To harden the servers against new attacks.

C. To provide validation that the remediation was active.

D. To generate log data for unreleased patches.

Correct Answer: B
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