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QUESTION 1

A large company wants to address frequent outages on critical systems with a secure configurations program. The Chief
Information Security Officer (CISO) has asked the analysts to conduct research and make recommendations for a cost-
effective solution with the least amount of disruption to the business. Which of the following would be the best way to
achieve these goals? 

A. Adopt the CIS security controls as a framework, apply configurations to all assets, and then notify asset owners of the
change. 

B. Coordinate with asset owners to assess the impact of the CIS critical security controls, perform testing, and then
implement across the enterprise. 

C. Recommend multiple security controls depending on business unit needs, and then apply configurations according to
the organization\\'s risk tolerance. 

D. Ask asset owners which configurations they would like, compile the responses, and then present all options to the
CISO for approval to implement. 

Correct Answer: B 

 

QUESTION 2

A security analyst recently implemented a new vulnerability scanning platform. The initial scan of 438 hosts found the
following vulnerabilities: 

210 critical 1,854 high 1,786 medium 48 low 

The analyst is unsure how to handle such a large-scale remediation effort. Which of the following would be the next
logical step? 

A. Identify the assets with a high value and remediate all vulnerabilities on those hosts. 

B. Perform remediation activities for all critical and high vulnerabilities first. 

C. Perform a risk calculation to determine the probability and magnitude of exposure. 

D. Identify the vulnerabilities that affect the most systems and remediate them first. 

Correct Answer: B 

 

QUESTION 3

A virtual web server in a server pool was infected with malware after an analyst used the internet to research a system
issue. After the server was rebuilt and added back into the server pool, users reported issues with the website,
indicating the site could not be trusted. Which of the following is the most likely cause of the server issue? 

A. The server was configured to use SSL to securely transmit data. 

B. The server was supporting weak TLS protocols for client connections. 
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C. The malware infected all the web servers in the pool. 

D. The digital certificate on the web server was self-signed. 

Correct Answer: D 

A digital certificate is a document that contains the public key and identity information of a web server, and is signed by
a trusted third-party authority called a certificate authority (CA). A digital certificate allows the web server to establish a
secure connection with the clients using the HTTPS protocol, and also verifies the authenticity of the web server. A self-
signed certificate is a digital certificate that is not signed by a CA, but by the web server itself. A self-signed certificate
can cause issues with the website, as it may not be trusted by the clients or their browsers. Clients may receive
warnings or errors when trying to access the website, indicating that the site could not be trusted or that the connection
is not secure. 
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QUESTION 4

Which of the following best describes the document that defines the expectation to network customers that patching will
only occur between 2:00 a.m. and 4:00 a.m.? 

A. SLA 

B. LOI 

C. MOU 

D. KPI 

Correct Answer: A 

 

 

QUESTION 5

A security analyst found the following entry in a server log: 

The analyst executed netstat and received the following output: 
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Which of the following lines in the output confirms this was successfully executed by the server? 

A. 1 

B. 2 

C. 3 

D. 4 

E. 5 

F. 6 

G. 7 

Correct Answer: E 
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