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QUESTION 1

Which of the following elements of the BCP process emphasizes on creating the scope and the additional elements
required to define the parameters of the plan? 

A. Business continuity plan development 

B. Plan approval and implementation 

C. Business impact analysis 

D. Scope and plan initiation 

Correct Answer: D 

The scope and plan initiation process in BCP symbolizes the beginning of the BCP process. It emphasizes on creating
the scope and the additional elements required to define the parameters of the plan. The scope and plan initiation phase
embodies a check of the company\\'s operations and support services. The scope activities include creating a detailed
account of the work required, listing the resources to be used, and defining the management practices to be employed.
Answer: C is incorrect. The business impact assessment is a method used to facilitate business units to understand the
impact of a disruptive event. This phase includes the execution of a vulnerability assessment. This process makes out
the mission-critical areas and business processes that are important for the survival of business. It is similar to the risk
assessment process. The function of a business impact assessment process is to create a document, which is used to
help and understand what impact a disruptive event would have on the business. Answer: A is incorrect. The business
continuity plan development refers to the utilization of the information collected in the Business Impact Analysis (BIA) for
the creation of the recovery strategy plan to support the critical business functions. The information gathered from the
BIA is mapped out to make a strategy for creating a continuity plan. The business continuity plan development process
includes the areas of plan implementation, plan testing, and ongoing plan maintenance. This phase also consists of
defining and documenting the continuity strategy. Answer: B is incorrect. The plan approval and implementation process
involves creating enterprise-wide awareness of the plan, getting the final senior management signoff, and implementing
a maintenance procedure for updating the plan as required. 

 

QUESTION 2

Which of the following security design patterns provides an alternative by requiring that a user\\'s authentication
credentials be verified by the database before providing access to that user\\'s data? 

A. Secure assertion 

B. Authenticated session 

C. Password propagation 

D. Account lockout 

Correct Answer: C 

Password propagation provides an alternative by requiring that a user\\'s authentication credentials be verified by the
database before providing access to that user\\'s data. Answer: D is incorrect. Account lockout implements a limit on the
incorrect password attempts to protect an account from automated password-guessing attacks. Answer: B is incorrect.
Authenticated session allows a user to access more than one access-restricted Web page without re-authenticating
every page. It also integrates user authentication into the basic session model. Answer: A is incorrect. Secure assertion
distributes application-specific sanity checks throughout the system. 

CSSLP VCE Dumps | CSSLP Study Guide | CSSLP Braindumps                                2 / 4

https://www.geekcert.com/csslp.html
https://www.geekcert.com/csslp.html
https://www.geekcert.com/csslp.html


https://www.geekcert.com/csslp.html
2024 Latest geekcert CSSLP PDF and VCE dumps Download

 

QUESTION 3

Which of the following security design principles supports comprehensive and simple design and implementation of
protection mechanisms, so that an unintended access path does not exist or can be readily identified and eliminated? 

A. Least privilege 

B. Economy of mechanism 

C. Psychological acceptability 

D. Separation of duties 

Correct Answer: B 

The economy of mechanism is a security design principle, which supports simple and comprehensive design and
implementation of protection mechanisms, so that an unintended access path does not exist or can be readily identified
and eliminated. Answer: D is incorrect. Separation of duties defines that the completion of a specific sensitivity activity or
access to sensitive object depends on the satisfaction of multiple conditions. Answer: C is incorrect. Psychological
acceptability defines the ease of use and intuitiveness of the user interface that controls and interacts with the access
control mechanisms. Answer: A is incorrect. Least privilege maintains that an individual, process, or other type of entity
should be given the minimum privileges and resources for the minimum period of time required to complete a task. 

 

QUESTION 4

You are advising a school district on disaster recovery plans. In case a disaster affects the main IT centers for the
district they will need to be able to work from an alternate location. However, budget is an issue. Which of the following
is most appropriate for this client? 

A. Cold site 

B. Off site 

C. Warm site 

D. Hot site 

Correct Answer: A 

A cold site provides an office space, and in some cases basic equipment. However, you will need to restore your data to
that equipment in order to use it. This is a much less expensive solution than the hot site. Answer: D is incorrect. A hot
site has equipment installed, configured and ready to use. This may make disaster recovery much faster, but will also be
more expensive. And a school district can afford to be down for several hours before resuming IT operations, so the less
expensive option is more appropriate. Answer: C is incorrect. A warm site is between a hot and cold site. It has some
equipment ready and connectivity ready. However, it is still significantly more expensive than a cold site, and not
necessary for this scenario. Answer: B is incorrect. Off site is not any type of backup site terminology. 

 

QUESTION 5

Which of the following is a patch management utility that scans one or more computers on a network and alerts a user if
any important Microsoft security patches are missing and also provides links that enable those missing patches to be
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downloaded and installed? 

A. MABS 

B. ASNB 

C. MBSA 

D. IDMS 

Correct Answer: C 

Microsoft Baseline Security Analyzer (MBSA) is a tool that includes a graphical and command line interface that can
perform local or remote scans of Windows systems. It runs on computers running Windows 2000, Windows XP, or
Windows Server 2003 operating system. MBSA scans for common security misconfigurations in Windows NT 4.0,
Windows 2000, Windows XP, Windows Server 2003, Internet Information Server (IIS) 4.0 and above, SQL Server 7.0
and 2000, and Office 2000 and 2002. It also scans for missing hot fixes in several Microsoft products, such as Windows
2000, Windows XP, SQL Server etc. Answer: B, D, and A are incorrect. These are invalid options. 
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