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QUESTION 1

ABC Company performs government contract work that requires disabling WLANs and has recently purchased an
802.11 Wireless Intrusion Prevention System (WIPS) to enforce their "NO WIRELESS" network security policy.

What attack type cannot be recognized by theWIPS?
A. Deauthentication

B. Rogue APs installation

C. Layer 3 DoS

D. Packet capturing

E. RF jamming

Correct Answer: D

QUESTION 2

What is an advantage of using WPA2-Personal instead of WEP-128 as a security solution for 802.11 networks?
A. WPA2-Personal uses 802.1X/EAP for authentication, and WEP-128 uses preshared keys.

B. WPA2-Personal is basedon IEEE 802.11 industry standards, but WEP is not.

C. WPA2-Personal uses CCMP for encryption, and WEP-128 uses TKIP for encryption.

D. WPA2-Personal usesdynamic encryption keys, and WEP-128 uses static keys.

Correct Answer: D

QUESTION 3

What is the intended use for the WLAN hardware known as a pole or mast mount unit?
A. Mounting a lightningarrestor to a grounding rod

B. Mounting anomnidirectional antenna to a mast

C. Mounting an RF amplifier to a dipole antenna

D. Mounting a PoE injector to a perforated radome

E. Mounting an access point to a site survey tripod

Correct Answer: B
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QUESTION 4

In addition to throughput enhancements, what other improvements does a dual-band 802.11ac AP provide when
compared with 802.11a/g APs? (Choose 2)

A. Introduces "fast transition" roaming protocols for VoWiFi phones

B. Better link reliability between 802.11a/b/g client devices and 802.11ac APs
C. Improves service quality for real-time applications at greater distances

D. Increases in receive sensitivity enhance RTLS location accuracy

E. Stronger security with more robust encryption modes.

Correct Answer: BC

QUESTION 5

In addition to coverage analysis results, what should be included in a site survey report to ensure WLAN users
experience acceptable performance?

A. Application Layer protocol availability analysisresults
B. Layer 4 protocol availability analysis results

C. Capacity analysis results

D. WAN interface analysis results

Correct Answer: C
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