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QUESTION 1

Harold wants to set up a firewall on his network but is not sure which one would be the most appropriate. He knows he
needs to allow FTP traffic to one of the servers on his network, but he wants to only allow FTP-PUT. Which firewall
would be most appropriate for Harold? needs? 

A. Circuit-level proxy firewall 

B. Packet filtering firewall 

C. Application-level proxy firewall 

D. Data link layer firewall 

Correct Answer: C 

 

QUESTION 2

In a computer forensics investigation, what describes the route that evidence takes from the time you find it until the
case is closed or goes to court? 

A. rules of evidence 

B. law of probability 

C. chain of custody 

D. policy of separation 

Correct Answer: C 

 

QUESTION 3

You are employed directly by an attorney to help investigate an alleged sexual harassment case at a large 

pharmaceutical manufacture. While at the corporate office of the company, the CEO demands to know the 

status of the investigation. 

What prevents you from discussing the case with the CEO? 

A. the attorney-work-product rule 

B. Good manners 

C. Trade secrets D. ISO 17799 

Correct Answer: A 
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QUESTION 4

Sectors in hard disks typically contain how many bytes? 

A. 256 

B. 512 

C. 1024 

D. 2048 

Correct Answer: B 

 

QUESTION 5

George is performing security analysis for Hammond and Sons LLC. He is testing security vulnerabilities of their
wireless network. He plans on remaining as "stealthy" as possible during the scan. Why would a scanner like Nessus is
not recommended in this situation? 

A. Nessus is too loud 

B. Nessus cannot perform wireless testing 

C. Nessus is not a network scanner 

D. There are no ways of performing a "stealthy" wireless scan 

Correct Answer: A 
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