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QUESTION 1

Julia is a senior security analyst for Berber Consulting group. She is currently working on a contract for a small
accounting firm in Florid a. They have given her permission to perform social engineering attacks on the company to
see if their in- house training did any good. Julia calls the main number for the accounting firm and talks to the
receptionist. Julia says that she is an IT technician from the company\\'s main office in Iowa. She states that she needs
the receptionist\\'s network username and password to troubleshoot a problem they are having. Julia says that Bill
Hammond, the CEO of the company, requested this information. After hearing the name of the CEO, the receptionist
gave Julia all the information she asked for. What principal of social engineering did Julia use? 

A. Social Validation 

B. Scarcity 

C. Friendship/Liking 

D. Reciprocation 

Correct Answer: D 

 

QUESTION 2

What term is used to describe a cryptographic technique for embedding information into something else for the sole
purpose of hiding that information from the casual observer? 

A. rootkit 

B. key escrow 

C. steganography 

D. Offset 

Correct Answer: C 

 

QUESTION 3

When examining the log files from a Windows IIS Web Server, how often is a new log file created? 

A. the same log is used at all times 

B. a new log file is created everyday 

C. a new log file is created each week 

D. a new log is created each time the Web Server is started 

Correct Answer: A 
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QUESTION 4

An employee is attempting to wipe out data stored on a couple of compact discs (CDs) and digital video discs (DVDs)
by using a large magnet. You inform him that this method will not be effective in wiping out the data because CDs and
DVDs are ______________ media used to store large amounts of data and are not affected by the magnet. 

A. logical 

B. anti-magnetic 

C. magnetic 

D. optical 

Correct Answer: D 

 

QUESTION 5

When using an iPod and the host computer is running Windows, what file system will be used? 

A. iPod+ 

B. HFS 

C. FAT16 

D. FAT32 

Correct Answer: D 
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