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QUESTION 1

You are working in the security Department of law firm. One of the attorneys asks you about the topic of sending fake
email because he has a client who has been charged with doing just that. His client alleges that he is innocent and that
there is no way for a fake email to actually be sent. You inform the attorney that his client is mistaken and that fake
email is possibility and that you can prove it. You return to your desk and craft a fake email to the attorney that appears
to come from his boss. What port do you send the email to on the company SMTP server?

A. 10

B. 25

C. 110

D. 135

Correct Answer: B

QUESTION 2

A(n) is one that\\'s performed by a computer program rather than the attacker manually
performing the steps in the attack sequence.

A. blackout attack

B. automated attack

C. distributed attack

D. central processing attack

Correct Answer: B

QUESTION 3

You are the security analyst working for a private company out of France. Your current assignment is to obtain credit
card information from a Swiss bank owned by that company. After initial reconnaissance, you discover that the bank
security defenses are very strong and would take too long to penetrate. You decide to get the information by monitoring
the traffic between the bank and one of its subsidiaries in London. After monitoring some of the traffic, you see a lot of
FTP packets traveling back and forth. You want to sniff the traffic and extract usernames and passwords. What tool
could you use to get this information?

A. Airsnort

B. Snort

C. Ettercap

D. RaidSniff

Correct Answer: C
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QUESTION 4

In Microsoft file structures, sectors are grouped together to form:
A. Clusters

B. Drives

C. Bitstreams

D. Partitions

Correct Answer: A

QUESTION 5

In the following email header, where did the email first originate from?

Microsoft Mail Internet Headers version 2.0
rReceived: from smtpl,somedomain, com ([199,.1%0,129.133]) by somedomain. com
with Microsoft SMTPSVCCE. 0.3790.1830);
Fri, 1 Jun 2007 09:43:08 —0500
received: from davidl.state.us.gov.us (davidl.state.ok.gov [172.16.28.115])
by smtpl.somedomain.com (8.13.1/8.12.117 with EsmMTP id 151ETCER032241
for <someone@somedomain. com=; Fri, 1 Jun 2007 02:41:13% -0500
Received: from simonl.state.ok.gov.us ([172.18,0.1599]0 b
davidl.state.ok.gov.us with Microsoft Eﬂ"ﬂTPE'-'E(E-.EIJ?Qﬂ.lgEEI):
Fri, 1 Jun 2007 09:41:13 =0500
X-tNinja-PIM: Scanned by WNinja
-Ninja-AttachmentFiltering: (no action)
“-MimeoLE: Produced By WMicrosoft Exchange ve,5.7235.2
Content-=class: L,II""H:'CIJI‘TL'EI'I'E-C-[ESS-ES:I'I'IEES-ELQE
Return-receipt-To: "lohnson, J3immy" <jimmy@somewherelese. com:
MIME-version: 1.0

A. Somedomain.com

B. Smtpl.somedomain.com
C. Simonl.state.ok.gov.us
D. Davidl.state.ok.gov.us

Correct Answer: C
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