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QUESTION 1

Steven has been given the task of designing a computer forensics lab for the company he works for. He has found
documentation on all aspects of how to design a lab except the number of exits needed. How many exits should Steven
include in his design for the computer forensics lab? 

A. Three 

B. One 

C. Two 

D. Four 

Correct Answer: B 

 

QUESTION 2

When examining the log files from a Windows IIS Web Server, how often is a new log file created? 

A. the same log is used at all times 

B. a new log file is created everyday 

C. a new log file is created each week 

D. a new log is created each time the Web Server is started 

Correct Answer: A 

 

QUESTION 3

When cataloging digital evidence, the primary goal is to 

A. Make bit-stream images of all hard drives 

B. Preserve evidence integrity 

C. Not remove the evidence from the scene 

D. Not allow the computer to be turned off 

Correct Answer: B 

 

QUESTION 4

When investigating a network that uses DHCP to assign IP addresses, where would you look to determine which
system (MAC address) had a specific IP address at a specific time? 
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A. on the individual computer\\'s ARP cache 

B. in the Web Server log files 

C. in the DHCP Server log files 

D. there is no way to determine the specific IP address 

Correct Answer: C 

 

QUESTION 5

What advantage does the tool Evidor have over the built-in Windows search? 

A. It can find deleted files even after they have been physically removed 

B. It can find bad sectors on the hard drive 

C. It can search slack space 

D. It can find files hidden within ADS 

Correct Answer: C 
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