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QUESTION 1

What technique used by Encase makes it virtually impossible to tamper with evidence once it has been acquired?
A. Every byte of the file(s) is given an MD5 hash to match against a master file

B. Every byte of the file(s) is verified using 32-bit CRC

C. Every byte of the file(s) is copied to three different hard drives

D. Every byte of the file(s) is encrypted using three different methods

Correct Answer: B

QUESTION 2

You are a computer forensics investigator working with local police department and you are called to assist in an
investigation of threatening emails. The complainant has printer out 27 email messages from the suspect and gives the
printouts to you. You inform her that you will need to examine her computer because you need access to the

in order to track the emails back to the suspect.

A. Routing Table

B. Firewall log

C. Configuration files
D. Email Header

Correct Answer: D

QUESTION 3

Why would you need to find out the gateway of a device when investigating a wireless attack?
A. The gateway will be the IP of the proxy server used by the attacker to launch the attack

B. The gateway will be the IP of the attacker computer

C. The gateway will be the IP used to manage the RADIUS server

D. The gateway will be the IP used to manage the access point

Correct Answer: D

QUESTION 4

What is the CIDR from the following screenshot?
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Internet Protocol (TCP/IP) Properties i 21 X

General |

You can get IP satlings assigned sutomatically if your network suppaorts
this capability. Otherwise, you need to ask your network. admirstiator for
the appropriate [P settings:

L Obtain an IP address automatically
—{+" Use the following IP address:

IP address: 172.18 . 16 . 24
Subnet mask: | 255 .0 .0 .0
Default gateway 1 372. 18 .16 .

€ Obtain DNS server addiess automatically

—( se the following DNS server addresses:

Preferred DNS server: |172. 18 . 16 . 3
Altermate DNS server I 172. 18 . 16 . 4

| oK | E-um:al.

A. [24A.124A.124
B. /32 B./32 B./32
C./16 C./Z16 C./16
D. /8D./8D./8

Correct Answer: D

QUESTION 5

You are assisting a Department of Defense contract company to become compliant with the stringent security policies
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set by the DoD. One such strict rule is that firewalls must only allow incoming connections that were first initiated by
internal computers. What type of firewall must you implement to abide by this policy?

A. Packet filtering firewall

B. Circuit-level proxy firewall

C. Application-level proxy firewall
D. Stateful firewall

Correct Answer: D
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