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QUESTION 1
Email spoofing refers to:

A. The forgery of an email header so that the message appears to have originated from someone or somewhere other
than the actual source

B. The criminal act of sending an illegitimate email, falsely claiming to be from a legitimate site in an attempt to acquire
the user\\'s personal or account information

C. Sending huge volumes of email to an address in an attempt to overflow the mailbox or overwhelm the server where
the email address Is hosted to cause a denial-of-service attack

D. A sudden spike of "Reply All"* messages on an emalil distribution list, caused by one misdirected message

Correct Answer: A

QUESTION 2

When performing a forensics analysis, what device is used to prevent the system from recording data on an evidence
disk?

A. Write-blocker

B. Protocol analyzer
C. Firewall

D. Disk editor

Correct Answer: A

QUESTION 3

Windows Security Accounts Manager (SAM) is a registry file which stores passwords in a hashed format. SAM file in
Windows is located at:

A. C:\windows\system32\config\SAM
B. C:\windows\system32\con\SAM

C. C:\windows\system32\Boot\SAM
D. C:\windows\system32\drivers\SAM

Correct Answer: A

QUESTION 4
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Which of the following is NOT a graphics file?
A. Picturel.tga

B. Picture2.bmp

C. Picture3.nfo

D. Picture4.psd

Correct Answer: C

QUESTION 5

The police believe that Mevin Matthew has been obtaining unauthorized access to computers belonging to numerous
computer software and computer operating systems manufacturers, cellular telephone manufacturers, Internet Service
Providers, and educational institutions. They also suspect that he has been stealing, copying, and misappropriating
proprietary computer software belonging to the several victim companies. What is preventing the police from breaking
down the suspect door and searching his home and seizing all of his computer equipment if they haveis preventing the
police from breaking down the suspect? door and searching his home and seizing all of his computer equipment if they
have not yet obtained a warrant?

A. The USA Patriot Act

B. The Good Samaritan Laws

C. The Federal Rules of Evidence

D. The Fourth Amendment

Correct Answer: D
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