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QUESTION 1

When a file or folder is deleted, the complete path, including the original file name, is stored in a special hidden file
called "INF02" in the Recycled folder. If the INF02 file is deleted, it is re-created when you___________. 

A. Restart Windows 

B. Kill the running processes in Windows task manager 

C. Run the antivirus tool on the system 

D. Run the anti-spyware tool on the system 

Correct Answer: A 

 

QUESTION 2

Network forensics can be defined as the sniffing, recording, acquisition and analysis of the network traffic and event logs
in order to investigate a network security incident. 

A. True 

B. False 

Correct Answer: A 

 

QUESTION 3

What is the first step that needs to be carried out to crack the password? 

A. A word list is created using a dictionary generator program or dictionaries 

B. The list of dictionary words is hashed or encrypted 

C. The hashed wordlist is compared against the target hashed password, generally one word at a time 

D. If it matches, that password has been cracked and the password cracker displays the unencrypted version of the
password 

Correct Answer: A 

 

QUESTION 4

Which of the following steganography types hides the secret message in a specifically designed pattern on the
document that is unclear to the average reader? 

A. Open code steganography 

B. Visual semagrams steganography 
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C. Text semagrams steganography 

D. Technical steganography 

Correct Answer: A 

 

QUESTION 5

You are carrying out the last round of testing for your new website before it goes live. The website has 

many dynamic pages and connects to a SQL backend that accesses your product inventory in a database. 

You come across a web security site that recommends inputting the following code into a search field on 

web pages to check for vulnerabilities: 

When you type this and click on search, you receive a pop-up window that says: 

"This is a test." What is the result of this test? 

A. Your website is vulnerable to SQL injection 

B. Your website is vulnerable to CSS 

C. Your website is vulnerable to web bugs 

D. Your website is not vulnerable 

Correct Answer: B 
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