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QUESTION 1

Using Linux to carry out a forensics investigation, what would the following command accomplish? dd if=/
usr/home/partition.image of=/dev/sdb2 bs=4096 conv=notrunc,noerror 

A. Search for disk errors within an image file 

B. Backup a disk to an image file 

C. Copy a partition to an image file 

D. Restore a disk from an image file 

Correct Answer: D 

 

QUESTION 2

Harold is a computer forensics investigator working for a consulting firm out of Atlanta Georgia. Harold is called upon to
help with a corporate espionage case in Miami Florida. Harold assists in the investigation by pulling all the data from the
computers allegedly used in the illegal activities. He finds that two suspects in the company where stealing sensitive
corporate information and selling it to competing companies. From the email and instant messenger logs recovered,
Harold has discovered that the two employees notified the buyers by writing symbols on the back of specific stop signs.
This way, the buyers knew when and where to meet with the alleged suspects to buy the stolen material. What type of
steganography did these two suspects use? 

A. Text semagram 

B. Visual semagram 

C. Grill cipher 

D. Visual cipher 

Correct Answer: B 

 

QUESTION 3

In Microsoft file structures, sectors are grouped together to form: 

A. Clusters 

B. Drives 

C. Bitstreams 

D. Partitions 

Correct Answer: A 
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QUESTION 4

When a router receives an update for its routing table, what is the metric value change to that path? 

A. Increased by 2 

B. Decreased by 1 

C. Increased by 1 

D. Decreased by 2 

Correct Answer: C 

 

QUESTION 5

Which table is used to convert huge word lists (i .e. dictionary files and brute-force lists) into password hashes? 

A. Rainbow tables 

B. Hash tables 

C. Master file tables 

D. Database tables 

Correct Answer: A 
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