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QUESTION 1

What will the following command accomplish? C:\> nmap -v -sS -Po 172.16.28.251 - data_length 66000 packet_trace
A. Test the ability of a router to handle under-sized packets

B. Test ability of a router to handle over-sized packets

C. Test the ability of a WLAN to handle fragmented packets

D. Test the ability of a router to handle fragmented packets

Correct Answer: B

QUESTION 2

A steganographic file system is a method to store the files in a way that encrypts and hides the data without the
knowledge of others

A. True
B. False

Correct Answer: A

QUESTION 3

Mobile phone forensics is the science of recovering digital evidence from a mobile phone under forensically sound
conditions.

A. True
B. False

Correct Answer: A

QUESTION 4

Paul is a computer forensics investigator working for Tyler and Company Consultants. Paul has been called upon to
help investigate a computer hacking ring broken up by the local police. Paul begins to inventory the PCs found in the
hackers?hideout. Paul then comes across a PDA left by them that is attached to a number of different peripheral
devices. What is the first step that Paul must take with the PDA to ensure the integrity of the investigation?

A. Place PDA, including all devices, in an antistatic bag

B. Unplug all connected devices

C. Power off all devices if currently on
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D. Photograph and document the peripheral devices

Correct Answer: D

QUESTION 5
Email spoofing refers to:

A. The forgery of an email header so that the message appears to have originated from someone or somewhere other
than the actual source

B. The criminal act of sending an illegitimate email, falsely claiming to be from a legitimate site in an attempt to acquire
the user\\'s personal or account information

C. Sending huge volumes of email to an address in an attempt to overflow the mailbox or overwhelm the server where
the email address Is hosted to cause a denial-of-service attack

D. A sudden spike of "Reply All" messages on an email distribution list, caused by one misdirected message

Correct Answer: A
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