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QUESTION 1

Which of the following wireless networks transmits data probably at 115 Kbps?
A. WWAN

B. WLAN

C. WMAN

D. WPAN

Correct Answer: A

QUESTION 2

Which of the following security policies will you implement to keep safe your data when you connect your Laptop to the
office network over IEEE 802.11 WLANS?

Each correct answer represents a complete solution. Choose two.
A. Using a protocol analyzer on your Laptop to monitor for risks.
B. Using an IPSec enabled VPN for remote connectivity.

C. Using portscanner like nmap in your network.

D. Using personal firewall software on your Laptop.

Correct Answer: BD

QUESTION 3

You work as a computer operator for BlueWells Inc. The company has a Windows-based network.

You find out that someone has manipulated your email account, as some of your mails have been deleted. You suspect
that your password has been hacked by someone. You inform about this to Mark, who is a Security Administrator. After
diagnosing your system, Mark finds a log file that contains lots of text including username and password. Mark tells you
that someone has installed software on your system that is recording all the keyboard strokes in a predefined log file.
Which of the following software is Mark discussing about?

A. Spyware

B. Keylogger

C. Anti-Virus

D. Adware

Correct Answer: B
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QUESTION 4

John, a malicious hacker, forces a router to stop forwarding packets by flooding it with many open connections
simultaneously so that all hosts behind it are effectively disabled. Which of the following attacks is John performing?

A. DoS attack

B. Rainbow attack
C. ARP spoofing
D. Replay attack

Correct Answer: A

QUESTION 5

Jason, a Malicious Hacker, is a student of Baker university. He wants to perform remote hacking on the server of
DataSoft Inc. to hone his hacking skills. The company has a Windows-based network. Jason successfully enters the
target system remotely by using the advantage of vulnerability. He places a Trojan to maintain future access and then
disconnects the remote session.

The employees of the company complain to Mark, who works as a Professional Ethical Hacker for DataSoft Inc., that

some computers are very slow. Mark diagnoses the network and finds that some irrelevant log files and signs of Trojans
are present on the computers. He suspects that a malicious hacker has accessed the network. Mark takes the help from

Forensic Investigators and catches Jason. Which of the following mistakes made by Jason helped the Forensic
Investigators catch him?

A. Jason did not perform a vulnerability assessment.
B. Jason did not perform port scanning.

C. Jason did not perform covering tracks.

D. Jason did not perform foot printing.

E. Jason did not perform OS fingerprinting.

Correct Answer: C
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