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QUESTION 1

Adam works as a Computer Hacking Forensic Investigator for a garment company in the United States. A project has
been assigned to him to investigate a case of a disloyal employee who is suspected of stealing design of the garments,
which belongs to the company and selling those garments of the same design under different brand name. Adam
investigated that the company does not have any policy related to the copy of design of the garments. He also
investigated that the trademark under which the employee is selling the garments is almost identical to the original
trademark of the company. On the grounds of which of the following laws can the employee be prosecuted?

A. Copyright law

B. Cyber law

C. Espionage law

D. Trademark law

Correct Answer: D

QUESTION 2

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-
secure.com. He is using dumpster diving to gather information about Weare- secure, Inc. In which of the following steps
of malicious hacking does dumpster diving come under?

A. Gaining access

B. Scanning

C. Maintaining access

D. Reconnaissance

Correct Answer: D

QUESTION 3

Which of the following tools will you use to prevent from session hijacking?
Each correct answer represents a complete solution. Choose all that apply.
A. OpenSSH

B. Telnet

C. Rlogin

D. SSL

Correct Answer: AD
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QUESTION 4

John works as a professional Ethical Hacker. He has been assigned the project of testing the security of www.we-are-
secure.com. He is using a tool to crack the wireless encryption keys. The description of the tool is as follows:

It Is a Linux-based WLAN WE? cracking tool that recovers encryption keys, It operates by passively
monitoring transmissions. It uses Ciphertext Only Attack and captures approximately S to 10 million
packets to decrypt the WEP kays,

Which of the following tools is John using to crack the wireless encryption keys?
A. Cain

B. Kismet

C. PsPasswd

D. AirSnort

Correct Answer: D

QUESTION 5

John works as a professional Ethical Hacker. He is assigned a project to test the security of www.we-are-secure.com.
He is working on the Linux operating system. He wants to sniff the weare- secure network and intercept a conversation
between two employees of the company through session hijacking. Which of the following tools will John use to
accomplish the task?

A. Ethercap

B. Tripwire

C. IPChains

D. Hunt

Correct Answer: D
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