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QUESTION 1
Brutus is a password cracking tool that can be used to crack the following authentications:

‘HTTP (Basic Authentication) -HTTP (HTML Form/CGI) -POP3 (Post Office Protocol v3) -FTP (File Transfer Protocol)
-SMB (Server Message Block) -Telnet

Which of the following attacks can be performed by Brutus for password cracking?
Each correct answer represents a complete solution. Choose all that apply.

A. Hybrid attack

B. Dictionary attack

C. Brute force attack

D. Man-in-the-middle attack

E. Replay attack

Correct Answer: ABC

QUESTION 2

Cola Co. manufactures, markets, sells, and distributes non-alcoholic potables such as Lemcaa and Thunder Up under
its brand name Cola and uses green and red logo. Mola Co., a new company, starts manufacturing, marketing, selling,
and distributing non-alcoholic potables like Lumca and Cloud Up under its brand name Mola and uses green and red
logo. Which of the following violations has been committed by Mola Co.?

A. Copyright infringement

B. Trademark infringement

C. Patent law

D. Plagiarism

Correct Answer: B

QUESTION 3

Which of the following protocols does Microsoft Windows use for traceroute?
A. UDP

B. TCP

C.ICMP
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D. SNMP

Correct Answer: C

QUESTION 4

Firewalking is a technique that can be used to gather information about a remote network protected by a firewall. This
technique can be used effectively to perform information gathering attacks. In this technique, an attacker sends a
crafted packet with a TTL value that is set to expire one hop past the firewall. Which of the following are pre-requisites
for an attacker to conduct firewalking?

Each correct answer represents a complete solution. Choose all that apply.

A. There should be a backdoor installed on the network.

B. An attacker should know the IP address of a host located behind the firewall.

C. An attacker should know the IP address of the last known gateway before the firewall.

D. ICMP packets leaving the network should be allowed.

Correct Answer: BCD

QUESTION 5

Which of the following security protocols are based on the 802.11i standard?
Each correct answer represents a complete solution. Choose all that apply.
A. WEP

B. WPA2

C. WPA

D. WEP2

Correct Answer: BC
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