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QUESTION 1

Which of the following tools combines the functionality of the traceroute and ping programs in a single network
diagnostic tool? 

A. Conky 

B. Mtr 

C. Ntop 

D. Cacti 

Correct Answer: B 

 

 

QUESTION 2

In which of the following techniques does an attacker take network traffic coming towards a host at one port and forward
it from that host to another host? 

A. Firewalking 

B. Snooping 

C. Port redirection 

D. UDP port scanning 

Correct Answer: C 

 

QUESTION 3

Which of the following proxy servers is also referred to as transparent proxies or forced proxies? 

A. Intercepting proxy server 

B. Anonymous proxy server 

C. Reverse proxy server 

D. Tunneling proxy server 

Correct Answer: A 

 

QUESTION 4

Which of the following commands is used to make traceroute wait 5 seconds for a response to a packet? 
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A. traceroute -T 

B. traceroute -q 

C. traceroute -r 

D. traceroute -w 

Correct Answer: D 

 

QUESTION 5

Which of the following statements is true about IP spoofing? 

A. It is the process used by hackers for disguising the source IP address. 

B. It is the process used by hackers to access the target system. 

C. It is the process used by hackers to find the IP address of a target system. 

D. It is a process used by hackers to generate new IP addresses. 

Correct Answer: A 
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