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QUESTION 1

In which order are firewall policies processed on the FortiGate unit? 

A. They are processed from the top down as they appear in Web Config. 

B. They are processed based on the policy ID number shown in the left hand column of the policy window. 

C. They are processed using a policy hierarchy scheme that allows for multiple decision branch- ing. 

D. They are processed based on a priority value assigned through the priority column in the policy window. 

Correct Answer: A 

 

 

QUESTION 2

Which of the following email spam filtering features is NOT supported on a FortiGate unit? 

A. Multipurpose Internet Mail Extensions (MIME) Header Check 

B. HELO DNS Lookup 

C. Greylisting 

D. Banned Word 

Correct Answer: C 

 

QUESTION 3

Which of the following statements regarding the firewall policy authentication timeout is true? 

A. The authentication timeout is an idle timeout. This means that the FortiGate unit will consider a user to be "idle" if it
does not see any packets coming from the user\\'s source IP. 

B. The authentication timeout is a hard timeout. This means that the FortiGate unit will remove the temporary policy for
this user\\'s source IP after this timer has expired. 

C. The authentication timeout is an idle timeout. This means that the FortiGate unit will consider a user to be "idle" if it
does not see any packets coming from the user\\'s source MAC. 

D. The authentication timeout is a hard timeout. This means that the FortiGate unit will remove the temporary policy for
this user\\'s source MAC after this timer has expired. 

Correct Answer: A 
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QUESTION 4

Which of the following are valid authentication user group types on a FortiGate unit? (Select all that apply.) 

A. Firewall 

B. Directory Service 

C. Local 

D. LDAP 

E. PKI 

Correct Answer: AB 

 

QUESTION 5

An end user logs into the full-access SSL VPN portal and selects the Tunnel Mode option by clicking on the "Connect"
button. The administrator has enabled split tunneling. 

Given that the user authenticates against the SSL VPN policy shown in the image below, which statement below
identifies the route that is added to the client\\'s routing table. 

A. A route to destination matching the `WIN2K3\\' address object. 

B. A route to the destination matching the `all\\' address object. 

C. A default route. 

D. No route is added. 

Correct Answer: A 
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