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QUESTION 1

A network administrator connects his PC to the INTERNAL interface on a FortiGate unit. The administrator attempts to
make an HTTPS connection to the FortiGate unit on the VLAN1 interface at the IP address of 10.0.1.1, but gets no
connectivity. 

The following troubleshooting commands are executed from the DOS prompt on the PC and from the CLI. 

C:\>ping 10.0.1.1 Pinging 10.0.1.1 with 32 bytes of data: Reply from 10.0.1.1: bytes=32 time=1ms TTL=255 Reply from
10.0.1.1: bytes=32 time VLAN1. 

Correct Answer: D 

 

QUESTION 2

A FortiGate unit is configured with multiple VDOMs. An administrative account on the device has been assigned a
Scope value of VDOM:root. 

Which of the following items would an administrator logging in using this account NOT be able to configure? 

A. Firewall addresses 

B. DHCP servers 

C. FortiGuard Distribution Network configuration 

D. PPTP VPN configuration 

Correct Answer: C 

 

QUESTION 3

Which of the following statements is correct regarding the antivirus scanning function on the FortiGate unit? 

A. Antivirus scanning provides end-to-end virus protection for client workstations. 

B. Antivirus scanning provides virus protection for the HTTP, Telnet, SMTP, and FTP protocols. 

C. Antivirus scanning supports banned word checking. 

D. Antivirus scanning supports grayware protection. 

Correct Answer: D 

 

QUESTION 4

In which of the following report templates would you configure the charts to be included in the report? 

A. Layout Template 
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B. Data Filter Template 

C. Output Template 

D. Schedule Template 

Correct Answer: A 

 

QUESTION 5

Examine the following log message for IPS and identify the valid responses below. (Select all that apply.) 

2012-07-01 09:54:28 oid=2 log_id=18433 type=ips subtype=anomaly pri=alert vd=root severity="critical"
src="192.168.3.168" dst="192.168.3.170" src_int="port2" serial=0 status="detected" proto=1 service="icmp" count=1
attack_name="icmp_flood" icmp_id="0xa8a4" icmp_type="0x08" icmp_code="0x00" attack_id=16777316 sensor="1"
ref="http://www.fortinet.com/ids/VID16777316" msg="anomaly: icmp_flood, 51 > threshold 50" 

A. The target is 192.168.3.168. 

B. The target is 192.168.3.170. 

C. The attack was detected and blocked. 

D. The attack was detected only. 

E. The attack was TCP based. 

Correct Answer: BD 
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