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QUESTION 1

An administrator sets up a new FTP server on TCP port 2121. A FortiGate unit is located between the FTP clients and
the server. The administrator has created a policy for TCP port 2121. 

Users have been complaining that when downloading data they receive a 200 Port command successful message
followed by a 425 Cannot build data connection message. 

Which of the following statements represents the best solution to this problem? 

A. Create a new session helper for the FTP service monitoring port 2121. 

B. Enable the ANY service in the firewall policies for both incoming and outgoing traffic. 

C. Place the client and server interface in the same zone and enable intra-zone traffic. 

D. Disable any protection profiles being applied to FTP traffic. 

Correct Answer: A 

 

QUESTION 2

The FortiGate Server Authentication Extensions (FSAE) provide a single sign on solution to authenticate users
transparently to a FortiGate unit using credentials stored in Windows Active Directory. 

Which of the following statements are correct regarding FSAE in a Windows domain environment when NTLM is not
used? (Select all that apply.) 

A. An FSAE Collector Agent must be installed on every domain controller. 

B. An FSAE Domain Controller Agent must be installed on every domain controller. 

C. The FSAE Domain Controller Agent will regularly update user logon information on the FortiGate unit. 

D. The FSAE Collector Agent will retrieve user information from the Domain Controller Agent and will send the user
logon information to the FortiGate unit. 

E. For non-domain computers, an FSAE client must be installed on the computer to allow FSAE authentication. 

Correct Answer: BD 

 

QUESTION 3

Identify the correct properties of a partial mesh VPN deployment: 

A. VPN tunnels interconnect between every single location. 

B. VPN tunnels are not configured between every single location. 

C. Some locations are reached via a hub location. 
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D. There are no hub locations in a partial mesh. 

Correct Answer: BC 

 

QUESTION 4

For Data Leak Prevention, which of the following describes the difference between the block and quarantine actions? 

A. A block action prevents the transaction. A quarantine action blocks all future transactions, regardless of the protocol. 

B. A block action prevents the transaction. A quarantine action archives the data. 

C. A block action has a finite duration. A quarantine action must be removed by an administrator. 

D. A block action is used for known users. A quarantine action is used for unknown users. 

Correct Answer: A 

 

QUESTION 5

The following ban list entry is displayed through the CLI. 

get user ban list id cause src-ip-addr dst-ip-addr expires created 531 protect_client 10.177.0.21 207.1.17.1 indefinite
Wed Dec 24 :21:33 2008 Based on this command output, which of the following statements is correct? 

A. The administrator has specified the Attack and Victim Address method for the quarantine. 

B. This diagnostic entry results from the administrator running the diag ips log test command. This command has no
effect on traffic. 

C. A DLP rule has been matched. 

D. An attack has been repeated more than once during the holddown period; the expiry time has been reset to
indefinite. 

Correct Answer: A 
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